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Username = guest < aoufiadssmsy laasye gaaes muil

Password = guest < asuiinanar1unry 1AAY0 passwa A3

@ guest@localhost: ~

¥innnsashe password lusi 1 root ianisldansadtafad
# sudo passwd root
[sudo] password for guest: é HYU passwd 310 guest NOU

A v v

Enter new UNIX password: é @319 passwdﬂlmﬂﬁ! root A20&19t11 rootadmin

Retype new UNIX password: é ﬁué'fumia%ﬁa passwdﬂlﬂﬂﬂﬁ root A139&111)4 rootadmin
passwd: password updated successfully




A v S
wlaaunistaieu user hiiilu root
# su root
Password: € passwd aila 31915 root faeehaiilu rootadmin

Added user root.
# whoami

¥innstdas ip address

# nano /etc/network/interfaces
ann

# The loopback network interface
auto lo

iface lo inet loopback

# The primary network interface
auto ethO
iface ethO inet dhcp

uAilu
auto ethO
iface ethO inet static .
address 192.168.1.100 <- IP Address 2adnisauauiisuLiin
netmask 255.255.255.0
network 192.168.1.0
broadcast 192.168.1.255
gateway 192.168.1.1 <- IP Gateway 2ay ADSL Router
dns 192.168.1.1 <- DNS Server aagy ADSL Router §1%u5n15
# nano /etc/resolv.conf
uAtflu gateway M'lsn1Ans static mviuaa1ln

nameserver 192.168.1.1

root@localk
—
GHU nano 2.0.9 File: fetc/resolv.conf

# /etc/init.d/networking force-reload

vinnns remote 11U Tui twszLilavian
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grucntifadrating lan card 2 Tu &115U authen

EthO Aa Suinunann ADSL Router
Eth1 7a 1% chillispot 4anns ip = 10.0.0.1

# nano /etc/network/interfaces

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).
# The loopback network interface

auto lo
iface lo inet loopback

# The primary network interface

auto eth0

iface ethO inet static
address 192.168.1.199
netmask 255.255.255.0
network 192.168.1.0
broadcast 192.168.1.255
gateway 192.168.1.1

# The lan network interface

auto ethl

#iface ethl inet static
#address 10.0.0.1
#netmask 255.255.255.0
#network 10.0.0.0
#broadcast 10.0.0.255

# /etc/init.d/networking force-reload
* Reconfiguring network interfaces...
* if-up.d/mountnfs[eth0]: waiting for interface ethl before doing NFS mounts [ OK ]

root@localhost:~% fetc/init.d/networking force-reload
* Reconfiguring network int
Ignoring unknown interface




# ifconfig

addr 00:04:76
Bcast:

f:febl:

dropped : (
dropped : (

1= 1000

encap:Ethernet HWaddr
ANCEST MOLTICAST MTO:1
acket errars: | H! erri 1:0 frame:0
carrier:0
colli=sion
X bytes:i

Interrupt:10 B

Link encap:Local Loopback
inet addr: 0. as

OP I MIU:16436 Metric:1

¥ T errors:0 dropped:0 overruns:0 frame:0

X pac T 0 dropped:0 overrun=s:0 carrier:0
xqueuelen: 0

X byt 0 (0.0 B) X byt
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SSH Server

i server mn1siila port ssh i port 22 fiau Wiaazn1n1s remote anntAZaIALZINAN

# nano /etc/ssh/ssh_config
1121

# Port 22

# Protocol 2,1

dlu Taanisianedasnung # duniinaan
Port 22
Protocol 2,1

ilud1d9n1sdem1lii ssh aansataiasia (start auto) mau boot tn3asnnass

# nano /etc/rc.local
/etc/init.d/ssh start

# /etc/init.d/ssh start



Package ilandauunnfiuszuu Server iwszeiad update (il-idau-$u) Winseiuilativ

# /usr/sbin/ntpdate -u pool.ntp.org
30 Sep 05:02:55 ntpdate[3778]: adjust time server 158.108.212.149 offset 0.017045 sec

# nano /etc/rc.local
/usr/sbin/ntpdate -u pool.ntp.org

7

GNU nano 2.0.7 File: /fetc/rc.loca

e end of each mmltiuser runlevel.

"exit 0" on success or any other

cution

n/ntpdate -u pool.ntp.org I

insas1e a5y Inald Update (T-idau-3u) nn e 10 i

# nano /etc/crontab
WLt ldving'lWdadu
*/10 * * * * Jusr/sbin/ntpdate -u pool.ntp.org

7

GHNU nano 2.0.7 File: /etc/crontab

f command to in
f and files in

ANAaCcCron ( ed & T arcs repor ron.daily )

anacron
18 CTON




uazldmse crontab run-time Wndnldan (timer maoumaeana)

& Ubuntu 8.04 Server =iy Editor nano

# crontab -e

TRiRudin'ly
*/10 * * * * Jusr/sbin/ntpdate -u pool.ntp.org

5

GHMUO nano 2.0.7

h dom mon dow command

* Sfusr/sbin/ntpdate -u pool.ntp.org

Waldninig save daanunszuuiudenisun script a1y cron Tfismanu
crontab: installing new crontab

# /etc/init.d/cron restart

* Restarting periodic command scheduler crond [ OK ]



Apache Server

# apt-get -y install apache2-doc
test

http://<IP-SERVER>

& http://192.168.1.4/ H- 8 Y =y v Page - Safety - Tools - @@

It works!

# nano /etc/apachezmods-available/dir.conf

WA

<IfModule mod_dir.c>
DirectoryIndex index.html index.cgi index.pl index.php index.xhtml index.htm
</IfModule>

Wy
<IfModule mod_dir.c>
DirectoryIndex index.html index.cgi index.pl index.php index.php3 index.htm index.shtml index.xhtml

</IfModule>



wimsidla POrt mssaudmsuinua SSL ,443 ,HTTPS

# mkdir /etc/apache2/ssl

# openssl req -new -x509 -days 365 -nodes -out /etc/apache2/ssl/apache.pem -keyout /etc/apache2/ssl/apache.pem

waez 16l initial output Gl :
Generating a 1024 bit RSA private key .......... ++++++
+H+t++

writing new private key to '/etc/apache2/ssl/apache.pem’ ----- You are about to be asked
to enter information that will be incorporated into your certificate request. What you are
about to enter is what is called a Distinguished Name or a DN. There are quite a few
fields but you can leave some blank For some fields there will be a default value, If you
enter ., the field will be left blank.

Gonuany AaazgaaINdItsIduaaYdIaudsa‘lalil :

Country Country Name (2 letter code) [AU]: TH

State or Province Name (full name) [Some-State]: KhonKean-City
Locality Name (eg, city) []: KhonKean

Organization Name (eg, company) [Internet Widgits Pty Ltd]: PortsProgrammer
Organizational Unit Name (eg, section) []: Computer

Common Name (eg, YOUR name) []: 127.0.0.1

Email Address []: phep@windowslive.com

Aunsidiaya

==l req -new 0% -days 365 -nodes -out /
bit RSA private ke
+4+++
+h+t+
writing new private key to '/fetc/apache?/s=zl/apache.pem'

You are about to be asked to enter information that will be incorporated

into your fice t.
Diztinguiszhed Name or a DN.
some blank

[Some-State] :FhonFean-City

n
ion Hame {eq, comp [Internet Widgits Pty Ltd] :PortsProgrammer
onal Uni ™ ( ion)y []:Computer

dwindowsl




iila port module A15vinvuidasldlaienu

# a2enmod ssl

Enabling module ssl.

See /usr/share/doc/apache2.2-common/README.Debian.gz on how to configure SSL and
create self-signed certificates.

Run '/etc/init.d/apache?2 restart' to activate new configuration!

# a2enmod rewrite
Enabling module rewrite.
Run '/etc/init.d/apache?2 restart' to activate new configuration!

# a2enmod suexec
Enabling module suexec.
Run '/etc/init.d/apache?2 restart' to activate new configuration!

# a2enmod include
Enabling module include.
Run '/etc/init.d/apache?2 restart' to activate new configuration!

# nano /etc/apache2/ports.conf

azfesillinsngs Listen 80 uaz Listen 443 sl

ﬁ? root@localhost: ~

GHNU nano 2.0.9 File: fetc/apache2/ports.conf




# nano /etc/apache2/apache2.conf
1d ServerName 1% apache

il

ServerName "127.0.0.1"

# /etc/init.d/apache2 force-reload

* Reloading web server config apache2 [ OK]



Virtual Hosts
1 \ | - d -
na'ludisrazsasninismauiln Virtual Host via Enable Secure Connection

# apt-get -y install libapache2-mod-perl2 php5-mysql php5-odbc curl libwww-perl imagemagick xml-core
# mkdir /var/www/cgi-bin
# nano /etc/apache2/apache2.conf

TdvinealWdiaansu

ScriptAlias /cgi-bin/ "/var/www/cgi-bin/"
<Directory "/var/www/cgi-bin">
Options ExecCGI
AddHandler cgi-script .cgi .pl
</Directory>

# In -s /var/www/cgi-bin/ cgi-bin

# chmod -R 755 /usr/lib/cgi-bin

7

GNU mano 2.0.7 File: fetc/apache?/apache?.conf

ErrorDocument

0O LARGE.html .var
 LARGE .html.var

coument rror/HITE BAD GATEWAY.html.var
oCcument IO TTP_EER‘-.-'I C:E_TLII-IE'-.-'AIT_IEET_E .html .var
Jocument & ferror/HITP VARIAWNT ALSO VARIES.html.var

f Include of directories ignores editors' and dpkg's backup
f zee README.Debian for details.

t Include generic snippets of statements
conf.d/f

> configurations:
—enabled/

~fwww ogi-bin/ ™
wwwW,/ ogi
ExecCGI
ndler cgi-=script .cgi .pl
/Directory>




Buduelanis Enable port 443 uu Default Virtual Host

# nano /etc/apache2/sites-available/default
A (ANUIINAKIN)
NameVirtualHost *

<VirtualHost *>
ServerAdmin webmaster@localhost

u
NameVirtualHost *:80
NameVirtualHost *:443

<VirtualHost *:80>
ServerAdmin phep@windowslive.com

5

GNU nano 2.0.7

NameVirtualHost
NameVirtualHost

Host *
5

erverfdmin pheplwindowslix

DocumentRoot fvar/www,
<Directory />
Option=s FollowSymLinks
Al lowDverride None
< /Directory>




# nano /etc/apache2/sites—avaiIable/defaglt 3
niuA A e lWE uazinnis copy Taardvilacli Mivuiua

<VirtualHost *:443>
ServerAdmin phep@windowslive.com
DocumentRoot /var/www/

<Directory />
Options FollowSymLinks
AllowOverride None
</Directory>

<Directory /var/www/>
Options Indexes FollowSymLinks MultiViews
AllowOverride None
Order allow,deny
allow from all
</Directory>

ScriptAlias /cgi-bin/ /usr/lib/cgi-bin/
<Directory "/usr/lib/cgi-bin">
AllowOverride None
Options +ExecCGI -MultiViews +SymlLinksIfOwnerMatch
Order allow,deny
Allow from all
</Directory>

ErrorLog /var/log/apache2/error.log

# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerqg.

LogLevel warn

CustomLog /var/log/apache2/access.log combined
ServerSignature On

Alias /doc/ "/usr/share/doc/"

<Directory "/usr/share/doc/">
Options Indexes MultiViews FollowSymLinks
AllowOverride None
Order deny,allow
Deny from all
Allow from 127.0.0.0/255.0.0.0 ::1/128
</Directory>

SSLENngine on
SSLCertificateFile /etc/apache2/ssl/apache.pem

</VirtualHost>



# /etc/init.d/apache2 force-reload

* Reloading web server config apache2 [ OK]

Open web browser nasau 2 wuu -> http uaz https
http://ip-server/
https://ip-server/

= (0, @Y 152.165.1.10

[ @ Inaslve: ding.. [ Rmuti ECP Khonkean ...

It works!

https

' [ dafiamain 550 +
< C' M X heers//192.168.1.100
D an tnam'lve : dhng.. D Rmuti ECP KhonKean ... it 10.0.0.1 f localhost | ... D Chillispot. D wnatuamldnua.., IEl gfiamstiada Ubuntu ... D msmauin S5L uulb... A Free File Hosting Mad. ..

/! Tudusasarudaaanauaeriulaiclsdvintdadfia!

mavzEnfe 192.168.1.100 wslsvinaduaniiudusasnaantsaiifivaaafstuudjifnisvasmauinaadbidada dawiaanuil
iivlnafldattususasnrnlaaadafiuas $a Google Chrome hianunsalitalufiayalsshdniulandagianfianaasweenufiasdag
Asdamsuatna aahimsidinnisda Iaamwizazede manairaiusidauiidawdadnn i iyl

sfiunisia | aduganudaondia

P haiEnia

' [ https://192.168. 1. 100
\ C M X bers//192.168.1.100

[ & wam'lve :: dhng.. [ Rmuti ECP Khonkean ...

It works!



naaadmuniinTauna index.html

# cd /var/www/

# rm -rf index.html

# wget http://img376.rockyou.com/imagehost/15/15522/15522555/15522555_1fded04d1243655781.jpg

# mv 15522555 _1fded04d1243655781.jpg index.jpg

# nano index.html

<html>

<head> <title>My test hompage html</title></head>
<body bgcolor="FFDEAD">

<center>

<b>My test hompage html</b><br><br>

<img src="index.jpg"/>

</body>

</html>

Open web browser
http://ip-server/index.html

™) My test hompage htm!

L I @)1 92.168.1.10 vl A
[ 3w imaaing s dhng.. [) RmubiECPKhonKean... Ak 10.0.0.1/locahost|... [7) Chilispot [7) umasuanuldousaiu... @ FreeFieHostingMad... *§ Google [ Facebook ¢ wamauamududate... > ] gandadur

-

My test hompage html

-

Vst @ £ @ O » & Netwok Conne.. | Ul Devolopment | 4] Ubuntus 04 | 138) Manual L., | 1§ UbuntuPHPw.. | 15 Manual oo | 8 Smgzantai .| P roorglocathost: L. |[@ My test homp... El«==@58 95




Installing MySQL 5.0

# apt-get -y install libmysqlclient15-dev

# ps waux |grep mysqld

root 4286 0.0 0.4 1772 52872 S 09:21 0:00 /bin/sh /usr/bin/mysqld_safe

mysql 4328 0.1 13.5 118916 17044 ? Sl 09:21 0:06 /usr/sbin/mysqld --basedir=/usr --
datadir=/var/lib/mysql --user=mysql --pid-file=/var/run/mysqld/mysqld.pid --skip-external-locking --
port=3306 --socket=/var/run/mysqld/mysqld.sock

root 4330 0.0 0.4 1700 5607 S 09:21 0:00 logger -p daemon.err -t mysqld_safe -i -t mysqld
root 6579 0.0 0.6 3004 764 pts/0 D+ 10:42 0:00 grep mysqld

# nano /etc/rc.local
/etc/init.d/mysql start

# /etc/init.d/mysql start

* Starting MySQL database server mysqgld [ OK ]

# /usr/bin/mysqgl -u root -prootadmin

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 3

Server version: 5.0.77 Source distribution

Type 'help;' or "\h' for help. Type '\c' to clear the buffer.
mysql> show databases;

mysql> exit

Bye



PHP-Extension

# apt-get -y install libapache2-mod-php5 php5 php5-common php5-curl php5-dev php5-gd php5-idn php-pear
php5-imagick php5-imap php5-mcrypt php5-memcache php5-mhash php5-ming php5-mysql php5-pspell

php5-snmp php5-sqlite php5-tidy php5-xmlirpc php5-xsl

# php -v

PHP 5.2.4-2ubuntu5.15 with Suhosin-Patch 0.9.6.2 (cli) (built: Apr 28 2011 14:43:25)

Copyright (c) 1997-2007 The PHP Group

Zend Engine v2.2.0, Copyright (c) 1998-2007 Zend Technologies

# a2enmod php5

# /etc/init.d/apache2 restart

# nano /var/www/phpinfo.php

<? phpinfo(); ?>

Open web browser
http://ip-server/phpinfo.php

_J phpinfo(y +

« X M @ 192.168.1.100/phpinfo.php
0

S Twaalng : chng... ) RmutiECP KhonKean ... Al 10.0.0.1flocathost | ... [ Chilispot [ umdsuamalfzupa...

-3 | X

w| A

A, FreeFleHostngMad... f Google [ Facebook ¢ wamaumudida te... » [ gendadun

System Linux localhost 2.6.24-26-server #1 SMP Tue Dec 1 18:19:20 UTC 2009 i686

Build Date Apr 28 2011 14:21:58

Server API Apache 2.0 Handler

Virtual disabled
Directory
Support

File (php.ini)
Path

Configuration | /etc/phpS/apache2

Configuration
File

Loaded Jetc/phpS/apache2/php.ini

for additional
.ini files

Scan this dir |/etc/php5/zpache2/conf.d

additional .ini |/etc/php5/apache2/conf.d/curl.ini, /etc/php5/apache2/conf.d/gd.ini,

files parsed Jetc/phpS/apache2/conf.d/imagick.ini, /etc/php5/apache2/conf.d/memcache.ini,
Jetc/php5/apache2fconf.d/mhash.ini, fetc/php5/apache2/conf.d/ming.ini,
Jetc/php5/apache2fconf.d/mysgl.ini, /etc/php5/apache2fconf.d/mysgl.ini,
Jetc/php5/apache2/conf.d/odbc.inj, /etc/phpS/apache2/conf.d/pdo.ini,
Jetc/phps/apachezfconf.d/pdo_mysgl.ini, /etc/phps/apache2fconf.d/pdo_odbe.ini,
Jetc/phpS/apache2/conf.d/pdo_sqglite.ini, /etc/php5/apache2/conf.d/pspell.ini,
Jetc/php5/apache2fconf.d/snmp.ini, /etc/php5/apache2/conf.d/sqglice.ini,
Jetc/php5/apache2/conf.d/tidy.ini, fetc/phpS/apache2/conf.d/xmirpc.ini,
Jetc/phpS/apache2fconf.d/xsl.ini

PHP APL 20041225
PHP 20060613
Extension

Zend 220060519
Extension

Debug Build |no
Thread disabled
Safety

Zend Memory |enabled
Manager

=l

isar| @ £ @ O > L Devobpment | 18] Rescue,asd - Mirosofe Viord | "5 UbuntuPHPwif pef - Adcbe .. | Tl Manual LinxCantOS 5,06 -..| i root@localhest ~ |[® ohoinfol} - Gaogle Chro.. Bl i @@ 1020




fa3un1s compile 19 PHP dinsia compile d58u *dussuiiflsyladunaiaatine sudenisaansia

# cd /tmp/

# wget http://download257.mediafire.com/81zxdt857v1g/215577ow3p1hg7g/ZendOptimizer-3.2.6-linux-
glibc21-i386.tar.gz

# tar -zxvf ZendOptimizer-3.2.6-linux-glibc21-i386.tar.gz
# cd ZendOptimizer-3.2.6-linux-glibc21-i386
# chmod +x install.sh

# ./install.sh

Zend Optimizer 3.2.6

Welcome to the Zend Optimizer 3.2.6 Imnstallation!

For more information regarding this procedure, please ses the
Zend Optimizer Installation Guide.
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http://download257.mediafire.com/81zxdt857v1g/2l5577ow3p1hq7q/ZendOptimizer-3.2.6-linux-glibc21-i386.tar.gz
http://download257.mediafire.com/81zxdt857v1g/2l5577ow3p1hq7q/ZendOptimizer-3.2.6-linux-glibc21-i386.tar.gz

IMPORTANT :

BY SELECTING THE 'YES' OPTION BELCW, DOWHLOADING, INSTALLING, CR
OTHERWISE USING THIS SOFTWARE, YOU ACENOWLEDGE THAT YOU HAVE READ THE
LICENSE AGREEMENT, IZND THAT ¥Y0OU AGREE TO BE BOUND BY ITS TEBRMS AND
CONDITIONS.

IF ¥OU DO HOT AGREE TO ALL OF THE TERMS AND COWDITIONS OF S5UCH AGREEMENT,
YOO ARE NOT AN AUTHORIZED USER OF THE SOFTWARE AND IT IS YOUR
BESPONSIBILITY TO EXIT THIS DOWNLCADING/INSTALLATION PROCESS WITHCUT
DOWNLOADTHNG OR INSTALLING THE SOFTWARE BY SELECTING THE 'HO' OPFTICH BELOW,
EWD TO DELETE THE SOFTWARE FROM YCOR COMFPUTER.

Do wou accept the terms of this license?

Please specify the location for installing Zend Optimizer:

lfusr!lacalf:end




Zend Cptimizer 3.2.6

Enter the location of your php.ini file

Wil uuaslwe php.ini

/etc/php5/apache2/

Zend Cptimizer 3.2.6 1

Confirm the location of vour php.ini file

lfetcfphpEfapacheﬂf

Zend Cptimizer 3.2.6

Are you using Apache Web =server?

Zend Cptimizer

Specify the full path to the Apache control utility (apachectl)

lfusrfshinfapache?ctl




3.2.6

Apache control utility should be a shell script!
Do yvou =2till wish to use this=s path?

Zend Optimizer 3.2.6

Installation couldn't detect the location of Apache executable.
Please specify the full path to the Apache binary (httpd)

Tiladlufiaguaslnd start service

/usr/sbin/apache2ctl

[on]

end Optimizer 3.2.6 -

In=tallation couldn't detect the location of Apache executable.
Plea=se specify the full path to the Apache binary (httpd)

lfusrfsbinfapacheEctl

L

(1%
syl
1

Zend Cprtimizer

The following configuration changes have been made:

— The original php.ini was backed up to
fusr/local/Zend/etc/php.ini-zend optimizer.bak




Zend Optimizer 3.2.6 -

The installation has completed successfully.
Zend COptimizer is now ready for use.
You must restart your Web server for the modificationas to take effect.

# /etc/init.d/apache2 restart



Open web browser
http://ip-server/phpinfo.php

s
kD v 2 1000,

Rl Edt View Frooies ok Hep

g Tovortes | 25 B 20.0.0.0-bcahost oMy B FrOMPeosd -Tidethol... @) Wekone 15 0 Hot0oL, W... B Sgpesied Stes + S Googe (2
[ — - T e - Pegev Safetye Todrr @)

[onatied

XSL anabled
it Version 1147
Mot compiled aganat bxmi Verson 2626
EXSLT anadiod
ibexzit Verzsion 1447

Zend Optimizer

Pa— enabled
Optimization Pass 2 anabled

3 enatled
Opimizato Pass 4 Enabled
anabled

2end Losder enatied
Uicense Path 10 Vals
3

ZLib Support enabled
Stream Wrapose support COMpress 2o
Stroam Hitar support a0 inflte, Aib deflate

SE@ » N o ) wifl doox - Moozeft . B cronfol -andowe L., (P reat@ecshosti/ival., B ol ARPOE BT s

# cat /etc/php5/apache2/php.ini

drungainlldaTusinaudndeluvinawsuas php.ini
[Zend]

zend_extension_manager.optimizer=/usr/local/lib/Zend/lib/Optimizer-3.2.6
zend_extension_manager.optimizer_ts=/usr/local/lib/Zend/lib/Optimizer_TS-3.2.6
zend_optimizer.version=3.2.6
zend_extension=/usr/local/lib/Zend/lib/ZendExtensionManager.so

zend_extension_ts=/usr/local/lib/Zend/lib/ZendExtensionManager_TS.so


http://ip-server/phpinfo.php

phpMyAdmin

# cd /tmp/

# wget http://download546.mediafire.com/d8rxmx1lbaqg/ws20473ro89bmvd/phpMyAdmin-2.11.11-all-
languages.tar.gz

# tar -zxvf phpMyAdmin-2.11.11-all-languages.tar.gz

# mv phpMyAdmin-2.11.11-all-languages /var/www/phpmyadmin
# cp /var/www/phpmyadmin/config.sample.inc.php /var/www/phpmyadmin/config.inc.php
# nano +17 /var/www/phpmyadmin/config.inc.php

us
$cfg['blowfish_secret'] = I; /* YOU MUST FILL IN THIS FOR COOKIE AUTH! */

gc.fg['Servers'][$i]['auth_type'] = 'cookie';

// $cfg['Servers'][$i]['controluser'] = pma’;
// $cfg['Servers'][$i]['controlpass'] = 'pmapass';

// $cfg['Servers'][$i]['pmadb'] = 'phpmyadmin’';

Wy wianduaedasvung // dAuniinaan
$cfg['blowfish_secret'] = [cookie!; /* YOU MUST FILL IN THIS FOR COOKIE AUTH! */

gc.fg['Servers'][$i]['auth_type'] = 'http!;

gc'fg['Servers'][$i]['contro|user’] = 'root';
$cfg['Servers'][$i]['controlpass'] = frootadmin’;

gc.fg['Servers'][$i]['pmadb'] =K

User = root
Password = navlinautianae mysql rootadmin


http://download546.mediafire.com/d8rxmx1lbaqg/ws20473ro89bmvd/phpMyAdmin-2.11.11-all-languages.tar.gz
http://download546.mediafire.com/d8rxmx1lbaqg/ws20473ro89bmvd/phpMyAdmin-2.11.11-all-languages.tar.gz

Open web browser
http://ip-server/phpmyadmin/
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phpisicmin
HEEER

+ wiomation_schema (17)
+ mysal (17)
« tast {0}

v Pegev Safetyr Toasv -

localhost phpMyAdmin - 2.11.11

8 juvoudiioss 5077 » MySGL chent version: § 0.7
» Protocol version: 10 » Used PHP extansions: mysq
» @5kaaf Locahost wa UNIX sackat [ 7

» 414 iootdicahost

Language @ |awive - Tha

& i [Ongndd [

=i

= | Wsaidong meaya

SE@ » R uffcrn

[ yomagaus icharset) wa: MySGL: UTF-E Unicods
{ueiB}

[ wysaL connaction callation
ulfB_un ¢ 1@

B giagwieyatus @
matEs s
@ arosareeuo MySaL
& uasadudesrunes MySOL @
B wasa ®
[ saisdnws warmndnand
Storage Engnes
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i
Fwdoya
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aanwneuy @

» Fontome: 529 LJ

B anmina1s phoyacmin

» phphiyAdmin wiki

@ tmunasthaiarmsues phpllyAdmin

hangalog| [Subversion] [Lists]

phpMuAai

= Open new phpMyAdmin win



http://ip-server/phpmyadmin/

phpsysinfo-2.5.4.tar.gz

# cd /tmp/temp/

# wget http://download1212.mediafire.com/h25pjvk7194g/3jqwzvbtq2c63fi/phpsysinfo-2.5.4.tar.qz

# tar -zxvf phpsysinfo-2.5.4.tar.gz
# mv phpsysinfo /var/www/

# cp /var/www/phpsysinfo/config.php.new /var/www/phpsysinfo/config.php

Open web browser
http://ip-server/phpsysinfo/

_f,ésyshem Information — localhost — ﬁ - B = | Q@ = Page -~ Safety ~ Tools - @

System Information: localhost (192.168.1.4)

Canonical Hostname localhost Processors 1
Listening IP 192.168.1.4 Model Pentium III (Coppermine) @ 49°C
Kernel Version 2.6.28-11-server (SMP) CPU Speed 700.00 Mhz
Distro Name +3 ubuntu 9.04 Cache Size 256.00 KB
Uptime 3 hours 6 minutes ST 1399.13
Bogomips

Current Users 1 PCI Devices . .
Load Averages 0.22 0.23 0.23 - Bridge: Intel Corporation 82371AB/EB/MB PIIX4 ACPI

- (2x) CardBus bridge: Texas Instruments PCI1420 PC card Cardbus

Controller
Network Usage - Communication controller: 3Com Corporation Mini PCI 56k Winmodem

Device Received Sent Err/Drop - Ethernet controller: 3Com Curpu.ratmn 3c556B CardBus [Tornado]
1 11.95 KB 11.95 KB 0/0 - Ethernet controller: Realtek Semiconductor Co., Ltd. RTL-
° i 8139/8139C/8139C+
etho 61.40 MB 2.97 MB 0/0 - FireWire
=L LIS LIS HE - Host bridge: Intel Corporation 440BX/ZX/DX - 82443BX/ZX/DX Host
wmasterd 0.00 KB 0.00 KB 0/0 i
wland 0.00 KB 0.00 KB 0/0 - IDE interface: Intel Corporation 82371AB/ES/MB PIIX4 1DE
virbrd 0.00 KB 19.49 KB 0/0 - ISA bridge: Intel Corporation 82371AB/EB/MB PIIX4 ISA

- Network controller: Broadcom Corporation BCM4306 802.11b/g
Wireless LAN Controller

- PCI bridge: Intel Corporation 440BX/ZX/DX - 82443BX/ZX/DX AGP
bridge

- RAM memory: ESS Technology Device 1900

- USB Controller: Intel Corporation 82371AB/EB/MB PIIX4 USB

- WGA compatible controller: ATI Technologies Inc Rage Mobility P/M AGP
2x

IDE Devices nane
SCS1 Devices . ATA FUJITSU MHH2064A (Direct-Access)
- TEAC CD-224E (CD-ROM)

USB Devices - Linux Foundation 1.1 reot hub
Memory Usage
Type Percent Capacity Free Used Size
Physical Memory I 95% 5.43 MB 113.05 MB 118.48 MB
- Kernel + applications N 58% 81.06 MB
- Buffers 0 2% 2.59 MB
- Cached I 250% 29.39 MB
Disk Swap N 10% 283.89 MB 29.84 MB 313.73 MB
Mounted Filesystems

Mount Type Partition Percent Capacity Free Used Size
! ext3 Jdev/sdal I 25 3.90 GB 1.45 GB 5.65 GB
Jlib/modules/2.6.28-11-server/volatile tmpfs Irm W 4% (1%) 56.90 MB 2.34 MB 59.24 MB
Jfdevishm tmpfs tmpfs 10% (1%) 59.24 MB 0.00 KB 59.24 MB
Jlib/init/roe tmpfs tmpfs 10% (1%) 53,24 MB 0.00 KB 59.24 MB.
Jdev tmpfs udev 1 0% (9%) 58.08 MB 148.00 KB 59.24 MB.
fvarflock tmpfs varlock 10% (1%) 59.24 MB 0.00 KB 59.24 MB
fvarfrun tmpfs varrun 11% (1%) 58.88 MB 364.00 KB 59.24 MB

Totals : NN 25% 4.19 GB 1.46 GB 5.94 GB

Template 3
Created by phpSysInfo-2.5.4 on Apr 09, 2011 at 07:24 AM 4.3017 sec

| @ Internet | v | ®i00% -


http://download1212.mediafire.com/h25pjvk7194g/3jqwzvbtq2c63fj/phpsysinfo-2.5.4.tar.gz
http://ip-server/phpsysinfo/

forward port rounter package

1i1n1s forward port Wifinaviudi wiali forward packet nadafuisuaasie
# nano +38 /etc/sysctl.conf

1¥21

#net.ipv4.ip_forward=1

wilu LLE\]%LE]’]LW%ENMN’]EI # aanmne
net.ipv4.ip_forward = 1

it root@localhost: ftmp/temp
——— —— ———
GHU nano 2.0.9 File: fetc/=sy=sctl.conf

g for IPv4

# nano /proc/sys/net/ipv4/ip_forward
WWuuneay 1wl

En-eg_.

GHU nano 2.0.9

wiaTvislimariui T forward packet vinérifusiinasiea



nadau Authentication 1.0

TINaasanvIunudy MySQL uasdiuuanauag php-extension laatvsuysaindali # cd /tmp/temp/

dfiusias download aaasu azl6dnianllée

http://www.linuxthai.org/forum/index.php?topic=19739.0

uad U llviulu cd /tmp/
ANUUvinAIsuan tua

# cd /tmp/

# tar -xvf phpwifi.tar

# mv phpwifi /var/www/
# chmod -R 755 /var/www/*

# chmod -R 777 /var/www/phpwifi/admin/upload/

# chmod -R 777 /var/www/phpwifi/admin/ThaiPDF/

wifia group 2av apache 1 14daaylslu ubuntu

# cat /etc/group

<-Tudinatine apache u ubuntu aff#a www-data

# chown -R root:www-data /var/www/*


http://www.linuxthai.org/forum/index.php?topic=19739.0

# nano /etc/php5/apache2/php.ini

WA
memory_limit = 16M

.r.égister_globals = Off

.r.égister_long_arrays = Off

.r"egister_argc_argv = Off

.;;ost_max_size = 8M

.;.aefault_charset = "is0-8859-1"

Jpload_max_ﬁlesize = 8M

Wl

memory_limit = 128M <= ludwilivediu aflaras SErver finalday
.r.égister_globals = On

.r"egister_long_arrays = On

.r"egister_argc_argv = On

i:;ost_max_size = 32M <~ lusiliuediu milauas SErvVer ignldnuy
Eléfault_charset = "utf-8,tis-620"

upload_max_filesize = 100M

# /etc/init.d/apache2 force-reload

* Reloading web server config apache2 [ OK ]



rinnsasragaulnsnsn'ldninis config Lidiu php.ini # web browser 11l

http://<IP-SERVER>/phpinfo.php

amtudevannaudatate Configuration

[ phpinfo S X
€« C M © 192.168.1.100/phpinfo.php Y
[ &n waalne i dhng,.. [ RmutiECP KhonKean ... 4} 10.0.0.1/lecahhost|... [ Chilispot [ umdewanuwldsumnm... A FreeFleHostngMad... *f Google [ Facebook & maaaumamus: *» [ dangedu

@nu"wﬁuﬁlﬁu Sonas - | aadiasnswilawialsi | wida | | hi| | ‘bidaswladenay dndan +

Al
Configuration
PHP Core [ |
Directive Local Value Master Value
allow_call_time_pass_reference on on
allow_url_fopen on on
allow_url_include Off Off
always_populate_raw_post_data |0Off off
arg_separator.input & &
arg_separator.output & &
asp_tags off Off
auto_append_file no valie no valie
auto_globals_jit on on
auto_prepend_file no value no valie
browscap no value no value
default_charset utf-8,tis-620 utf-g,tis-620
default_mimetype text/html text/html
define_syslog_variables off Off
disable_classes no valie ne valie
disable_functions no value no valie
display_errors on on
display_startup_errors off off
doc_root no vale ne value
docref_ext no valve ne value
docref_root ne valie ne valie
enable_dl Off Off
error_append_string no value no valie
error_log no value no value
arror_prepend_string no vale ne value

Listare] @ @ £ @ @ > @ oocplomlbom mo | ) Ml LinoUbunes_8_04.doc...| ) UbuncuPHPw#ipd - Adobe R, | (21 192.168.1,100 - ServerCamton., |[@ phpinfol) - Google Chrome E vem 12

1Az lgiudruittsldnin1susune o'l

[ phpinfo(y @ x
« C M (O 192.168.1.100/phpinfo.php | A
[) 8w waalne i dng,., ) RmutiECP KhonKean ... 44 10.0.0.1 localhost | ... [ Chilispot [ uwsowamuldounam... @ FreeFleHostngMad... #f Google [ Facebook ¢ maaaummnudate... > [ deanfaduy

@mﬁwﬁuﬁlﬂu Fonaw ~ | aadasnisulavialsi | uida | | hi| | hidasudladenay dudan~ ¥

sdie_muue uil un =
safe_mode_exec_dir no valve ne value
safe_mode_gid off off
safe_mode_indude_dir no value no valie
sendmail_from no value no valie
sendmail_path Jusr/sbin/sendmail -t -i Jusr/sbin/sendmail -t -i
serialize_precision 100 100 J
short_open_tag on On
SMTP localhost locahost
smtp_port 25 25
sql.safe_mode Off Off
suhosin.log i 0 0
suhosin.log.phpscript.is_safe off
suhosin.log.phpscript.name ne value
suhosin.log.sapi no value
suhosin.log.script ne valie
suhosin.log.script.name ne valie
suhosin.log.syslog no valie
suhosin.log.syslog.facility no value
suhosin.log.syslog. priority ne value
suhosin.log.use-x-forwarded-for off
track_errors Off

_callback_func no valie

upload_tmp_ no valie
user_dir no value
variables_order EGPCS
xmirpc_error_number 0 0
xmlrpc_errors off Off
y2k_compliance on on
zend.ze1l_compatibility_mode Off Off

Distart| @ & £ @ O > & roorglocshhos: mp | i) Mansl LinuoUbunts 8 04.oc...| ) UbunmuPHPwif.odf - Adobe Ru | £ 152.168.1,100 - ServerCentO.., | [& mhpinfol) - Google Chrome B vad 13




1iINNNSR5N9 gwum”a:ga‘fia portsproDB
Tudratrvuaadurawuulderudire Tu phpmyadmin ‘ludn

http://IP-SERVER/phpmyadmin

— — T -

vESies 192, 168, 1, 100:80 11 phpMyAdmin localhost S dudasd
anfifuarsimeu

sl |r|:u:|t

.I..ﬁ’ﬁr.i_l.u. IH:—::—:HHH:—:HH'

LEngTTuy

€« ¢ AN @ 192.168.1.100/phpmyadmin/ kA §
[() & twaeine : ehag..  [) RmutiECP KhonKean ... Al 10.0.0.1/locahhost |... [J) Chilispot [) uwdsuaniufieusami.. @, FreeFleHostngMad... # Google [ Facebook ¢ naaausmhda te... » ] deandadun
ﬂ andasnisii Google Chrome fudinsarvuasanusahi [ﬂuﬁnsﬁamu] ['l;m:ﬁmn%‘uﬁn‘mﬁﬂ] ®
Y localhost phpMyAdmin - 2.11.11
at e

& sumaadsrians: 5.0.51a-3ubuntus.4 » MySQL client version: 5.0.51a
+ information_schema (17) » Frotocol version: 10 P Used PHP extensions: mysql
+ mysql (17) sviiad: Localhost via UNIX socket & Language @ [rsving - Tha =

i root@localhost 5

Tsadangudaya - @& winen: Original -

iR@Ianes (charset) aas MySQL: UTF-8 Unicode (utf8)

N oo
MySQL connection collation: [utf8_unicode_ci = » Font size: |52%

B anasmsia phpMyAdmin
[sEaeahdn j GE] ﬁ; phpMyAdr‘nm:v\k\ .
Tauwradhadunionisuas phpMyAdmin
T uamsaniuruas MysqL » [Changelog] [Subversion] [Lists]
uaRddulssruLnal MySQL
B Twsina

th dsagutayatul

§AFIENES LarMSELIsE1AY
E Storage Engines
¥ Reload privileges

ang

& doman
Impart

e
=1 aanansTud @

phpMyAdmin

= Open new phpMyAdmin window

fdise 192, 168. 1. 100...

Disart)l 8 & £ @ 0 > @ oot kmp | ] Miaresa]_timitbunts_8_04.doc... | B UbuncuPHPuwif pif - Adobe R, | (] 192168.1.100 - ServeGenO... |[§ 152.168.1.100 ] localha.. El«adeom 12



http://ip-server/phpmyadmin

8595 1udiayaiia portsproDB

<« C M @ 192.168.1.100/phpmyadmin/
[ &winaalna:dhag.. [7] RmutiECP KhonKean ... 4 10.0.0.1 localhost | ... [ cChilispet [ umaswanul@ouana..,

ﬂ améasn1hi Google Chrome fufinswWasivnasamuiaai [ﬁuﬁn‘a‘ﬁamul [‘L;J'simmmﬂ%‘uﬁnimif

PP localhost
fat B &

+ information_schema (17)
+ mysql (17)

& suzaaiisviias: 5.0.531a-3ubuntus.4
Protocol version: 10
visvliias: Localhost via UMK socket

g4 root@localhost
HmENanws (charset) aaa MySQL: UTF-8 Unicode (utf8)
MySQL connection collation: |utf§_unicode_ci j

Tsafianguiiaya

b
b
»
31
T2
#

asagiudayatuu
portsproDB | AnsiFeaandy j G |
waraa uzuas MysgL

wamIewlssrIunas MySQL

aaniu #3919

b 192.168.1.100 / localhost f...

A

? [ desndadus

€« C i @ 192.168.1.100/phpmyadmin/

[ 8w iwaalne i dng,.. [ RmutiECP KhonKean ... 44 10.0.0.1/locabhost | ... [ Chilispot [ uwaswanuldsumawm... A FreeFleHostngMad... #4 Google [ Facebook Ay nazaummiuda te...

ﬂ AnidasnisTi Google Chrome fufinsariuuasanuidahi ﬁuﬁni‘ﬁ'ﬂw‘w] ['lmmwaw{uﬁn"lm\'ﬂ x

MM £ vBsvinas: localhost p B gyudiaya: portsproDR

o (el Fiesodie JISQL Cdun  [@endumindanie gidwaan Fiimport 88nstnums gdand iuudis

swudiaya
portsproDE (0) = @ guilaya portsproDB adaadaudn

reAu SQL:
CREATE DATABASE "porisprolE’

portsproDB (0)

“hivuarsta 9 Tuswdays

[ udla ][ @5 wi6ia PHP ]

“livuasata q Tugdiaya

£r9ens19lugusiayail portsproDB

fa: | Mumber of fields:

auila

[152.168.1.100 f locahost / portsproDB | phpMyAdmin 2. 11, 11 - Google Chrome
fisart| @@ £ @ 0 > @ oorglomlos fmo | 3] Manssl timoUbunts 8 04.doc.. | FI UbunmuPHPwifpif - Adobe Ru. | ] 192.168.1.100 - ServeCantO... |[§ 192.168.1.100 / localho... E«i®egm 1z

arlaaes



vinnns Import table 7 backup 1331&

« C M © 192.168.1.100/phpmyadmin/
D an naslne i thng... D Rmuti ECP Khonkean ... b 10.0.0.1 flocalhost | ... D Chillispot D uwdsuanuldauaam... A, Free File Hosting Mad... -.' Google Fz

ﬂ andiasmsti Google Chrome ffufinswasiunasanidatii [ﬁuﬁnsﬁamul [‘L&J:m:ﬁmw‘;“m"m‘mdﬁl

wmm &3 visvlnas: localhost » & siudiaya: portsproDB

o 0o Tasedss  JSQL  Cdunn @eidumindtating ghdeoaffa faImport 88 Eminunis  sddud

Fruiiaua B
IportsproDEl i0) j (i) suiaya portsproDB a3 ioid5aud
portsproDB (0) reAu SQL:

CREATE DATABASE "partspraDB
livueseia 9 Tugudaya

= A 1 =1 -] o

adn# ilu Brownse.. n3an1'lng taanlula

o VA 1 (-4
(MWaAauTintuu Aunanldeusdarnaauiz@u)

Y ik 192.168.1.100 flocahost /... % V&' = & 3=

€« C M | 192.168.1.100/phpmyadmin/ | A
[ &ninaelvaidhng.. ) Rmuti ECP KhonKean... Al 10.0.0.1/locahost | ... [ Chiispot [ unssusnuldsusam... @ FreeFieHostingMad.. ) Google [ Facebook ¢ waravmdaia te... ? 7 feunfadun
phpliyAdrmin &3 visvinas: localhost ) g s1udaya: portsproDB
o oo Eflmsedse JPSQL Ui Eieeuminédade ghdeaan  falmport nssums  ghang B iouii
rudiaya
portsproDB (0) ~| Import
rFile to import
portsproDB (0} "
wantldiamwan  @aalild | yinadanivata (vwiainaian: 16,384 Ala'lusd)
Tiviueswla 4 lugudaya . .
yranusvuadlvid (character set): [ utfs -
Imported file compressien will be automatically detected from: "aifi, gzip, bzip2, zip
r Partial import
¥ Allows interrupt of import in case script detects it is close to time limit. This might be good way to import large files, however it can break transactions.
Number of records(queries) to skip from start [o
Lookin: [ [} backupsal = o2 E
rFormat of imported file
DB.5ql
& saL ) portsproDB.sql
Options
SQL compatibility mode
asila
vindows
File name: portsproDE scl | Open |
Fles of type: [Tadmsm =] Cancel
[~ Gpen as read-only
£
I'san|l e r@ao » & fmp | 2] wamal uneibunts 8 4., | T UbunmuPHP v pof - Adcbe R... | 1 152,168,110 - Sarvarcamo.. |[§ 192.168.1.100 / localho... B« eb@ 2%

£ SAL  JUduwy i ddumindiany  Fhdvean

rt

U it || Browse.. | (zwiainai
‘W& (character set): | utf3 [ ]
[P p o | [ Sy Rp—— gy | [ [ R e [ g , [P ¥ S— S

nntuna ilu aefia (Frudreuniia)



« C A @ 192.168.1.100/phpmyadmin/ | A

[ &n wag'ne :ehng.. [ RmutiECP Khonkean ... Adh 10.0.0.1/locahhost |... [7) Chilispot [ umdsuanidfioupami.. A, FreeFleHostngMad... ' Google [EJ Facebook ¢ maaaumimudate... > [ dendadus

‘hidasuladongy dundan~
phplilyAdrmin £ vBsvinas: localhost p B suliaya: portsproDB

F imseashe  JFS0L

amdnenisudaniahi

COfuan genduaindant Eidvaan  Galmport nsiums s and

sudaya

portsproDB (14) - (@ Import has been successfully finished, 33 queries executed.

portsproDB (14)

[ account
B sdrministrater Import
B configuration
B ganussr rFile to import
B sreves
g :‘:ﬁa@ w@Wanlddaman  @anlild WildEanWEta (vurainaian: 16,384 Ala'lud)
] radacet Seam - - =
& mdcheck yadnusruad e (character set): [utfa
B} redgroupcheck Imported file compression will be automatically detected frem: “Lifl, gzip, bzip2, zip
B rdgrouprephy
B radpostauth .
B rdreciy rPartial import
B vsmrzroue ¥ Allow interrupt of import in case script detects it is close to time limit. This might be good way to import large files, however it can break transactions.
Number of records{queries) to skip from start [
rFormat of imported file
@ 54l o
Options:
SQL compatibility mode NONE -
auila
Distare] 8 @ £ @ 0 » @ osBlomlbom fmo | ) Manal LinwUbuncs 8 04.coc...| ] UburmuPHPwif,odf - Adobs R | £ 152.168.1,100 - ServerCanO... | [ 152.168.1.100 / localha... 2

an

Aaz'lé table 14 table vdinun

php L Adrmin
at B

STudaya
|p|:|rt5pr|:|DEI (14) j

portsproDB (14)

aocount
sdministrator
configuraticn
genusar
groups
interface

nzs

radacct
radcheck
radgroupcheck
radgrouprephy
radpostauth
radrephy

usSsErgroup



WNLAU Arssvsrudayatiduwuy command Line

# mysqgl -u root -prootadmin

mysql > create database portsproDB;

Query OK, 1 row affected (0.00 sec)

R +

| Database |
o +

| information_schema |
| mysql |

| portsproDB |

| test |
o +

4 rows in set (0.00 sec)

mysqgl > GRANT ALL PRIVILEGES ON portsproDB.* to 'root'@'localhost' IDENTIFIED BY 'rootadmin’;
Query OK, 0 rows affected (0.00 sec)

mysql > FLUSHIPRIVILEGES

Query OK, 0 rows affected (0.00 sec)

mysql > exit
1& database schema (13ala table Tvighuziaya) drad1d9

# mysql -uroot -prootadmin portsproDB < /var/www/phpwifi/admin/backupsql/portsproDB.sq|



niivlinasau login uiua Administrator g
mnarsuslalwa Config 2ae phpwifi Aau wialiilaerusudugiudaya MySQL 16

# nano /var/www/phpwifi/admin/include/config.inc.php

root@localhost: [var/www

'var/www,/phpwifi/admin/include,/config.inc.php

-1 as
uAlaauitaaau

<?php
# configuration for database
$_config['database']['hosthame'] = "localhost";
$_config['database']['username'] = "Foot"; # User MySQL Default = root
$_config['database']['password'] = "rootadmin"”; # Passwd MySQL
$_config['database']['database'] = "portsproDB"; # Database Authen

# connect the database server

$link = new mysqldb();
$link->connect($_config['database']);
$link->selectdb($_config['database']['database']);
$link->query("SET NAMES 'utf8'");

@session_start();
?>

£ rootObaheskivarjeww
L _______________________________________________________________________________________________ |

GNU nano 2.0.9 File: /var/www/phpwifi/admin/include/config.inc.php

Iy A A A e



nniiulidvesau login wuuia Administrator q

http://IP-SERVER/phpwifi/admin/

A | © 192.168.1.100/phpwii/admin/

i ehng... D Rmuti ECP KhonKean ... 10.0.0.1 flocalhost | ... D Chillispot D unssuanldzumaniu.., A, Free File Hosting Mad. .. -" Google n Facebook (‘ﬁ vadauAIMEIR te... ko

Apache/s2.2.8 (Ubuntu) PHP/5.2.4-2ubuntu5. 15 with Suhosin-Patch mod_ssl/2.2.8 OpenSSL/0.9.8g mod_perl/2.0.3 Perl/v5.8.8 Server at 192.168.1.100 Port 80

kkc RMUTI KhonKean! WiFi
Authentlcation [ 1.0 ]

PortsProgrammer@Administrator Login
Username :

Password :

rogrammer [ togn | cancal |

E WiFi Authenticaton System Development.
aanuuuLarimusruuinafuau kke rmuti ecp @ System Programming

@1 Defalut

User = admin
Passwd = padmin


http://ip-server/phpwifi/admin/

sdmin

KKC RMUTI ECP KhonKean Authentication! [ 1.0 ]

ssuuiamsnisAg [WiFi Hotspot ] Main menu

@ Generate Users Authen!cation Hotspot Login!

winadanbuwinl 150 ua avndEmud Tsousy Swdin Tl duq

" Ad e Users Authen!cation Hotspot Login!
winadandudmEududuaadilasol

e

it

Webmin Administrator

webmin

3 AL p=

VIP Online Statisti

a Systems Block Configuration!

A & A A & A

udaniiu Squid o ngulP

5

Poriy J Programmer

2 Systems configuration!

L. _ System Administrator for Server

wnaluldusdenusanmasamoas

dmiu Ne

Authentication ADDR

w6=uu: Computer Kke.rmuti syuusnadanu sauwn

Extension PHPsystem Info



*WUVELW6) tudasvasns Add Group w3a Users vulimenlnaidaa

mszszuuazlaifdnatming wilan Windows ... 16ifA139 Ascii ne nelusruunizaiy

B Breed . ofdien e . @

® 1 dwldnnnine fuszuu PHPWIfi maz iaiudlumnaniu Guusaz 7 aoushs unu

Sadluan Insszuvezseasiudu Comment

@ e ...oueaudeu Tl lineldnm Insdnni vennnazdiy comment
- x ¥ N .
@ &ideuTusunsiun WiNndOWS fuvanireq tan wi il Wesu dudlandn Al 184 TsTudu library

- El
seuw list eenunld suillne'ldsu

Tifueieianinizdy geassliisn domain name waz@euiuin Dream vieuaRaeizdy
wiriende razunmiduning

dmaaeuiuuu WiNndows seusiiufaziinamnineedudn siaifusilnmisudauld server
sz windows fuil Ascii amn'Insluszuueduéhdu 1394

- 4 H v a o . =
withdnhrantlth Server s fuses dhuiiuds X wiveu sty @

© i aniin inin.. © © © ©



vinmsneasau add users 1inll&n 1 user gratrvaziilu e Tug

il 192.168.1.100 flocalhost /... *

L C A |© 192.168.1.100/phpwifi/admin/index2.php

[ & nawng i dang...

[ Rmuti ECP khonKean : WiFi

[) Rmuti ECP khonkKean ... A4 10.0.0.1/localhost | ...

[ chilispot [ unasuanuldoua...

" Advance Users Authen!cation Hotspot Login!

wnadandud s uiudueasuiad

w | &

g

L

atiasnoiiue

¥ 2

Ao ASotinsTeriu

b
o . Annisdayadid Jnnsnaudlisg . R
undindayag i M N Teufififuuds

il Tu
. . aslaanmusia agluanuusi
wi'ly User logoff | asdoasuiasioiu . 5 ~ _
. taauuunsioiiln iAauuLLTIa T
Anluseuy
Arsruusiaiin
L3aiu

8

S
TAuvidestydsn
MluaAda 6t
Sl

‘s

b

tuEAlilaldu

agluanmmvionin

Asannsanfiayafialilumsaiasualfusaisdunasiln

g s e Tue wuudmuaag

fia - wwaEna :
sWatnsUsyaalsersu ¢

fiaTunmsdigssuy :

SAARUL

wunenavalnsalifiausa :

: II‘u’IAx v| Kh/s

*fmumrinis Download :

: IMAx 'l Kb/s

FrAmurFins Upload :

arstunisaivan

s lunmsavivan

Fuudug

Fuwuniiwiaudu :

aananssulanTulEdialilalinu :

R

yauesrariunaImsiiunaiy

nailu Ly

test

| 123456|

10

100

30

Anf&aliuas)

A, Free File Hostng Mad... f Google [ Facebook & wamauawFudn te. .

Systems Root alias
Files Browser
SSH Shell Commander
Squid proxy reload

Firewall reload

Systems Process alias
Running Processes

a Software Package Updates

Filesystem Backup

Bootup and Shutdown

Shutdown Server

Reboot Server

Webmin Administrator

anansTiou

Webmin

Generate Users Register add hous!

FNIT
“sruudiTianiuliffia 122456

*siluuy 00-1A-92-00-61-2E

Kb /s F1alididasnisantdn

Kb /s #3238 Gaansanidin
1T

LFAZa

U

un

U Fzruuandmiy daldusfusn



Yﬁ Generate Users Register add hous!

nsannsaniayafalilunsalasualivinmsaunaiiin

WA TET e T nuuduaLa

fia - wwana :
salmslsydislsr :
finTumsdingsyuy
FWAR

wihawengdnsalifiausa :

: |l'u’|ﬁ.x vI kKb/s

FaunFA1n1s Download

H1TUE TSR TR

A lunisdwinan
FAmumFA1n1s Upload .
Furudilu

Frunlivianu :

aanatnsruuan Tuldidialu & idau
FIAT :

HauHATEETULIAIN 1T U a T

test

123456

MAx =| Kb/s

10
100

30

FR71
*sruudetndnlwiana 123456

“siluuy 00-14-92-00-61-2E

Kb /s #ialiddasnisanian

Kb /s “3a5a@aanisandn
#F1Tua

LT E

U

um

U FsruuanFniy daliueiiusn



NRANS

(wam931 MySQL way /etc/php.ini @59 register_globals = On &aasAugndiagdu)

KKC RMUTI ECP KhonKean Authentication! [ 1.0 ]

szruwiamsmsfgaiiaudldousumasuia [ WiFi Authentication Hotspot ]

AddHous @ Max-Hous-Session Success!
’7ﬁu\‘lmi'auammqml-‘;ﬂué'aﬂuiﬁ Aaansaldnusurldiiuiiadu

‘ﬁ Generate Users Register add hous!

nsannsaniiayaialilunsaiasualivinisduinadidn

WnATITEE T wuudmusaLag

fia - wwdna

sWalnsUsrialssazu

faTumsdngsruy MU
siaErTu ¢ 123456 “sruucThdniwlffa 123456
wnalavalnsaliiiausa : “sUuuy 00-14-92-D0O-61-2E

A tumsanaan @ [Max =] Kbys

FamunE1n1s Download ¢ Kb /s *“wlidsasnisanian

s lunsduinan |I'JIAx 'I Kb/s

FAmuaeints Upload : Kb/s “iwlidihasnisandn

druudiTue @ | 1 f1T

1119 restart szuuluyu

# shutdown -r now

Broadcast message from root@localhost
(/dev/pts/1) at 8:34 ...
The system is going down for reboot NOW!



WaAan qdae q nudiures wianggualugiug Admin Tuwih Login nsaliild Username ,Password gnaaduaa
weiszuulaluwinsaly

Apache/2.2.8 (Ubuntu) PHP/5.2.4-2ubuntu5. 15 with Suhosin-Patch mod ssl/2.2.8 OpenSSL/0.8.8g mod_perl/2.0.3 Perl/v5.8.8 Server at 192.168.1.100 Port 80

kkc RMUTI KhonKean! WiFi
Authent!cation [ 1.0 ]

PortsProgrammer@Administrator Login
Username : admin

Password : esssss

WiFI Authenticaton System Development.
aanuuuuariRustuLinafuau kke rmuti ecp @ System Programming




o &

(2uilifiasan Admin gty Login waa wsilsininis Logout aan anssuy siwasmlissuy wa Session faanAmisldanuag )

v
o

mqﬁuu URL mm@mﬁummummmu: Username WA Password faﬂ"mgnﬁm

() 192.168.1.100/phpwifi/admin/?IEas

NG el s s e sy a clion=login&button=Login
5.0, D Rmuti ECP Khonkean ... 4 10.0.0.1 localhost | ... D Chillispot D unasnanldguana... A Free File Hos

pache/2.2.8 (Ubuntu) PHP/5.2.4-2ubuntus. 15 with Suhosin-Patch mod_s=s[/2.2.8 OpenS5L/0.9.8g

() 192.168.1.100/phpwifiadmin,/ 7 IEailE

sl e sl kaction=login&button=Login

g, D Rmuti ECP KhonKean ... Ak 10.0.0.1 flocalhest | ... D Chillispot D wnatuanuldizuana.,., A Free File Hosting Mad. .. -.' Google Facebook ¢ nedauamudude te,., 2

Apache/2.2.8 (Ubuntu) PHP/5.2.4-2ubuntu5.15 with Suhosin-Patch mod_ssl/2.2.8 OpenSSL/0.9.8g mod_perl/2.0.3 Perl/v5.8.8 Server at 192.168.1.100 Port 80

kkc RMUTI KhonKean! WiFi
Authent!cation [ 1.0 ]

PortsProgrammer@Administrator Login
Username :

Password :

gprogrammer TN NN

WiFi Authenticaton System Development.
aanuuuLaniRusruuinafua kke rmuti ecp @ System Programming

SHuUIBuAATUANNW URL Taanse draauilu Administrator

wi<IP-Server>/phpwifi/admin/index2.php

®

175, .. D Rmuti ECP KhonKean ... b 10.0.0.1 flocalhost | ... D Chillispot D WWE

192.168.1.100/phpwififadmin/index2.ph

|

Apache/2.2.8 (Ubuntu) PHP/5.2.4-2ubuntub. 15 with Suhosin-Patch m

| e

KKC RMUTI ECP KhonKean Authentication! [ 1.0 ]

i [ WiFi ication Hotspot | "

m Generate Users Authen!cation Hotspot Login!

v v
] st \ ! @ @
M
n Advance Users Authen!cation Hotspot Login! Systems Root allas

¥8ABi%a Admin szuudaz Redirect unTila Username uaz Password wafiuyanaduinuninaase



MySQL
+
FreeRadius



# apt-get -y install freeradius

# freeradius -v

freeradius: FreeRADIUS Version 1.1.7, for host i486-pc-linux-gnu, built on Sep 16 2009 at 14:55:14

Copyright (C) 2000-2007 The FreeRADIUS server project.

There is NO warranty; not even for MERCHANTABILITY or FITNESS FOR A
PARTICULAR PURPOSE.

You may redistribute copies of FreeRADIUS under the terms of the

GNU General Public License.

For more information about these matters, see the file named COPYRIGHT.

uAlaulu /etc/freeradius/radiusd.conf
wWalil FreeRadius sunsaatuuilu /etc/shadow

#lafiflu User-Name, Pass-Word, Group uas Server 1032915116

# nano +109 /etc/freeradius/radiusd.conf

lu Teun1stdwdasuiuna B winldas e
#user = freerad
#group = freerad

rou might ke

b
Tl shadow

ers while in debug mode,

ing mode server is running as
the user listed below can not.

maximim time ({in seconds) to

# nano +35 /etc/freeradius/clients.conf

ilu
secret = testingl23

shortname = 127.0.0.1 w%a shortname = localhost

client 127.0.0.1 {

LW o= e b bl b e e

#
¥
=
#
shy

If you can
mon mode, it may be

hat can read the

handle ;

& ligvivaa




# /etc/init.d/freeradius start
* Starting FreeRADIUS daemon freeradius [ OK ]

# nano /etc/rc.local
TN Tdvine I WdLae

/etc/init.d/freeradius start

7

GNU nano 2.0.7 File: /etc/rc.local

#!/bin/sh -e

# rc.local
d at the end of each multiuser runlewvel.
script will "exit 0" on success or any other

ue on error.

# In order to enable or disable this script just change the execution
# bics.

vy default this script does nothing.
- 0
=/init.d/ssh start

sbin/ntpdate -u pool.ntp.org

‘etc/init.d/mysqgl start

nagauin freeradius sursanoulansalyi
siluuy

# radtest flaaanauiinServer w1sfnmsServer 127.0.0.1 0 test|n9123
wIaasuuviagAifa Username way Password Nl Login 12in Server aavtsiiutag

fAatig
# radtest root rootadmin localhost O testing123

f121u [NECESSTACEEPE 1 sinvinaunsavine 'l
Sending Access-Request of id 84 to 127.0.0.1 port 1812

User-Name = "root"
User-Password = "rootadmin"
NAS-IP-Address = 255.255.255.255
NAS-Port =0
rad_recv: AGCESSTAGEept packet from host 127.0.0.1:1812, id=84, length=20

it root rootadmin localhos
84 to 127.0.0.1 port 1812

0.1:1812, id=B4,




# apt-get -y install freeradius-mysql

(%

Asaauvddauildnenizasu

‘Lufuﬁz‘jwﬁm‘,mnﬁnssnn authen uag shutiaya wsglWa sql.conf uu Ubuntu 8.04 i
1aaA&9LIa" User vinans Login wdinld Internet wifi hotspot 1u .
szuugiadldseusiiuiiiia User Login &5 Au Table radacct uugiudiayatia portsproDB.sql

we'lW& sql.conf uad freeradius uu Ubuntu dafiaglalsnaenudafu Table radacct wia User Logoff winiu
Tudevinli1daas9lWa hotspotlogin.php tian1s access sourcecode 531319 TWa

srudiaya Aussuy Authen Reawaia

agvinlii User Login + System szuutad Laitiutiannisvinguaadssul wasvinaufanalinatnouin
(agunaas9fininasy duam)

WinAluTaavinas Download W& sqgl.conf 1nann freeradius 7 Access éatagifia User login ‘L6
AUl /tmp/

aufilaaaiy
http://www.mediafire.com/?m233199t83f4s6u
http://www.upload-thai.com/download.php?id=2aff9dfbc4564340fb10d99b4a0710fb

“7a wget avuLa
# cd /tmp/

# wget http://download127.mediafire.com/3qm9se67n36g/m233199t83f4s6u/sql.conf

fdownloadll59.mediafire
mediafire. com/uy3utog
. nf’
dl1159.mediafire.com. ..
. connected.

ent, @ i respon
(14K} [t -/plain]

09:14:19 (387.33 EBS=) - “=sqgl.conf' saved [14132/14132]

root@localhost: /tmp¥ 1s -1

total 16

—-rw-r—-r-— 1 root root 14132 2011-05-04 09:14 sgl.conf
root@localhost: /tmpd I

# mv /etc/freeradius/sql.conf /etc/freeradius/sql.conf.org

# cp /tmp/sql.conf /etc/freeradius/

Antudvina1sualalndaeulnég

f=2gl.cont



http://www.mediafire.com/?m233l99t83f4s6u
http://www.upload-thai.com/download.php?id=2aff9dfbc4564340fb10d99b4a0710fb

# nano +22 /etc/freeradius/sql.conf

wA

# Connection info:

server = "localhost"

login = "radius"

password = "radpass"

# Database table configuration for everything except Oracle
radius_db = "radius"

ilu

server = "localhost"

login = "root" <- Username 221 MySQL

password = "rootadmin" <- Password 22: MySQL

# Database table configuration for everything except Oracle
radius_db = "portsproDB" <- Database PHPwifi

= : ! rlm =gl mysgl, rlm sgl postgresdgl,
$ rim sgl iocdbc, rlm =gl oracle, rlm sgl unixodbe, rlm sgl freetds
driver = "rlm sqgl mysgl"

# Connect info

server = "localhost™
login = "root™
password = "rootadmin®™

configuration
’pnrtspIGDE”I




# nano +44 /etc/freeradius/sql.conf

iy
# Table to keep group info
usergroup_table = "usergroup"

"radacct™
"radacct™

# Bllow for storing
postauth table = "radp
"radcheck"™
"radreply™

-:l
-:l

=
- O

groupcheck table = "radgroupcheck"
groupreply table "radgroupreply™

usergroup table = "usergroup™

~adinzs client info

VN ver. UDN
freeradius ﬁh;ﬂu N covachillispot

iy “radusergroup” il:‘ﬁﬂﬁy table llu'zvi‘f Ny
Tnunii “usergroup” 1wyﬁu§y§n table YD4
freeradiusd ﬁanﬁwﬁu!

,,,,,,,,,,,,,,,,,,,,,,



as = | - ~ - ] = &
nauun freeradius wna fix a1 anasv

# nano +1256 /etc/freeradius/radiusd.conf
wlu
$INCLUDE ${confdir}/sql.conf

# nano +1853 /etc/freeradius/radiusd.conf
wiu
files

# nano +1860 /etc/freeradius/radiusd.conf

uA

# sql

iy

(\iflunisauaa i mirror sql.conf 11132ufAu web application il databases flunaséiiacie)
sql

# nano +2023 /etc/freeradius/radiusd.conf
un

# sql

wilu

sql

# nano +2045 /etc/freeradius/radiusd.conf
un

# sql

wilu

sql



# nano +1460 /etc/freeradius/radiusd.conf
AU
sglcounter noresetcounter {

counter-name = Max-All-Session-Time

check-name = Max-All-Session

sgimod-inst = sql

key = User-Name

reset = never

query = "SELECT SUM (AcctSessionTime) FROM radacct WHERE UserName='%{%k}""
b

euuu sqlcounter dailycounter {

# DEFAULT M 4 0, Auth-Typ
$ Reply up more than

#

ion-Time

# nano +1798 /etc/freeradius/radiusd.conf
VAN

noresetcounter

dailycounter

monthlycounter

#

siaanAUs5via authorize {
authorize {

# Add insert function Login PopUp
noresetcounter

dailycounter

monthlycounter

comes before & alm if you
remote radius .

monthl yocounter I

'raddb/hints"' and the

¥
¥
¥
#
#
¥
¥
¥
¥




# /etc/init.d/freeradius stop
* Stopping FreeRADIUS daemon freeradius [ OK ]

# chmod -R 755 /etc/freeradius/*

# chown -R root:www-data /etc/freeradius/*

fupaunadavsaluvinng Error! (daua

dfifligasmdusnausaly nduluudalatusdiudvisiudaudy 410 ussuy Authen A'lifiaanunung!

# /usr/sbin/freeradius -X

rim_sql (sql): Driver rim_sql_mysql (module rim_sql_mysql) loaded and linked
rim_sql (sql): Attempting to connect to root@localhost:/portsproDB
rim_sql (sql): starting 0

rim_sql (sql): Attempting to connect rim_sql_mysql #0
rim_sql_mysql: Starting connect to MySQL server for #0
rim_sql (sql): Connected new DB handle, #0

rim_sql (sql): starting 1

rim_sql (sql): Attempting to connect rim_sql_mysql #1
rim_sql_mysql: Starting connect to MySQL server for #1
rim_sql (sql): Connected new DB handle, #1

rim_sql (sql): starting 2

rim_sql (sql): Attempting to connect rim_sql_mysql #2
rim_sql_mysql: Starting connect to MySQL server for #2
rim_sql (sql): Connected new DB handle, #2

rim_sql (sql): starting 3

rim_sql (sql): Attempting to connect rim_sql_mysql #3
rim_sql_mysql: Starting connect to MySQL server for #3
rim_sql (sql): Connected new DB handle, #3

rim_sql (sql): starting 4

rim_sql (sql): Attempting to connect rim_sql_mysql #4
rim_sql_mysql: Starting connect to MySQL server for #4
rim_sql (sql): Connected new DB handle, #4

Module: Instantiated sql (sql)

Module: Loaded Acct-Unique-Session-Id

acct_unique: key = "User-Name, Acct-Session-Id, NAS-IP-Address, Client-IP-Address, NAS-Port"
Module: Instantiated acct_unique (acct_unique)
Module: Loaded detail

detail: detailfile = "/var/log/freeradius/radacct/ % {Client-IP-Address}/detail-% Y% m%d"
detail: detailperm = 384

detail: dirperm = 493

detail: locking = no

Module: Instantiated detail (detail)

Module: Loaded radutmp

radutmp: filename = "/var/log/freeradius/radutmp”
radutmp: username = "%{User-Name}"

radutmp: case_sensitive = yes

radutmp: check_with_nas = yes

radutmp: perm = 384

radutmp: callerid = yes

Module: Instantiated radutmp (radutmp)

Listening on authentication *:1812

Listening on accounting *:1813

Ready to process requests.

utiunauiliflun1sasiasau Free Radiusd fiu MySQL 3nanu1saladoiusiudule
[Aa Ctr + C viaaanannn1sasiasan]



# /etc/init.d/freeradius start

* Starting FreeRADIUS daemon freeradius [ OK ]

\ 4 Q/ g
nadgaunistanladviu Tealad user ann mysql Gei
f1£i9'13id1 User uaz Passwd fl1lvinn15a419 User idanaaau radiusd sql fiu PHPwifi Authentication 1.0

# radtest hhh hhh localhost 0 testing123

Sending Access-Request of id 74 to 127.0.0.1 port 1812
User-Name = "hhh"
User-Password = "hhh"
NAS-IP-Address = 255.255.255.255
NAS-Port =0

rad_recv: NCCESSEACEEPE packet from host 127.0.0.1:1812, id=74, length=74
WISPr-Bandwidth-Max-Up = 512000
WISPr-Bandwidth-Max-Down = 2048000
Idle-Timeout = 600
Session-Timeout = 3600
Service-Type = Login-User
Acct-Session-Time = 60
Acct-Interim-Interval = 60

HAS-IP-Address
HAS-Port = 0
rad recv: host 127.0.0.1:1812, id=74, length=74
WISPr (
WISPr ndwidth
Idle-Timeout =

Sesszion-Timeout

Service-Type Login-User
BAcct-5 ion-Time = &0

Boct-Interim-Interval = &0

mauilamunsalal Username dona1nann Mysql Tunisizinlafonuléduss wuu full options



vinA1snasiau Users Tu Web browser Tugauz Administrator 21 FreeRadius
vinvufiu Apache ,PHP ,MySQL 359?

< J Programmer

Systems configuration!

[ == o
=== — o
=== =] . - P -
. FAum Users &u fudunisuaas saAdc
AuRums T .
Password iz NoAuthen

2 & =

Tod | e
Wb [ ER
"'—Uzlk SONTH

mmaaui‘ap]‘tﬁmu lightsquid Log Web LOG Bandwidthd

UseTansTinu ansruuiugiu

awihaandussuy

Wanue dayarion

HiE

-

suadianisiinu

S

Admin LOG

gl
A& ldama
Tuszsanianum

Usridnisuaad
ez

KKC RMUTI ECP KhonKean Authentication! [ 1.0 ]

sruvdanisnIsHgnidiaug i iudumasula [ WiFi Authentication Hotspot ]

&() Generate test user connectivity!

nadauiafdiiu

Username :
Password :
Radius Server :
Radius Port :
MAS Port :

MNAS Secret :

nan Perform Test

hhh

eee
127.0.0.1
1812

0

testing123

Perform Test

L



anadaunIUILIARINATN

KKC RMUTI ECP KhonKean Authentication! [ 1.0 ]

stuudianismsfignidnausgldoudumasinia [ WiFi Authentication Hotspot ]

r—Result shell command :
Command: /usr/bin/radtest hhh hhh 127.0.0.1:1812 0 testingl23
Qutput:
Sending Access-Request of id 79 to 127.0.0.1 port 1812
User-Mame = "hhh"
User-Password = "hhh"
MNAS-IP-Address = 2655.255,255,255
NAS-Port = 0
rad_recv: Access-Accept packet from host 127.0.0.1:1812, id=79, length=74
WISPr-Bandwidth-Max-Up = 512000
WISPr-Bandwidth-Max-Down = 2048000
Idle-Timeout = 600
Session-Timeout = 3600
Service-Type = Login-User
Acct-Session-Time = 60
Acct-Interim-Interval = 60

*aldewla output a8la rad_recw: packet from host 127.0.0.1:1812, id=uxx
a1 1deuwlla output 28le rad_recv: Access-Reject packet from host 127.0.0.1:1812, id

druilfiflunisBausaaud du n1shinsadasns szude Service Packages
Apache,

PHP,

MySQL,

Freeradius

> ealdAiluaav chillispot fanuLas



ChilliSpot PHPwifi Authentication Hospot ,User Login
# apt-get -y install chillispot

wsin1s@asv chillispot uu Linux Ubuntu Server uu Textmode 1u
szuuagdfinii Graphic ilu DialogBox insandiayatdinly

Radius serwver handles accounting for the hotspot. Enter the IP address for the first radius server.
IP address of radius server 1:

<Ok>

This iz the password shared on both radius servers.

Eadiu=s shared secret:

]
BT

Tudunaunsnsandayauuuil muagbisula wssiulinsandayabinsy )
WuLaafasnm ok (3agq auninduazldanalu uagaanannn1svineulu DialogBox 1

rooct@locall ~§ apt . -y imstall chillispot
FReading pa ist . Done
Building d
e g t on... Done
The following HEW pac es will be installed:
chillispmt
aded, 1 newly installed, 0 to remove and 76 not upgraded.

f additional dis ce will be used.
com hardy-updates/universe chillispot 1.0-8ubuntul [88.

currently installed.)
lubuntul i386.deb)

a radius rer a UAM server before enabling Chillispot.
Chillispot captive portal: disabled, s fetc/default/chillispot

root@localhost:~#

wdrnndufifluiuas Admin Aagdas Mo MQmﬁ\nm‘LuMa Config wav Chillispot
Wz dvinnsiiase Chilli 1uuéd) welWa Config fleshag Sedaeluudlaaud



# nano +18 /etc/chilli.conf
uf

#interval 3600

#pidfile /var/run/chilli.pid

wiu
interval 3600

pidfile /var/run/chilli.pid

# nano +38 /etc/chilli.conf
1721
#net 192.168.182.0/24

tilu
net 10.0.0.0/24

# nano +45 /etc/chilli.conf
uA
#dynip 192.168.182.0/24

wilu
dynip 10.0.0.11/24

# nano +59 /etc/chilli.conf
1721

#dnsl1 172.16.0.5

#dns2 172.16.0.5

#domain key.chillispot.org

ilu
dns1 192.168.1.100 --->Lan Card eth0 #5uninu1ann ADSL ‘Liladn1sanuanlignaneizdu

dns2 192.168.1.1 --->IP gateway was ADSL Router ‘hildn1$saituantignainazdu

abmain 127.0.0.1 --- 1flu domain name 2av Server 151

# nano +94 /etc/chilli.conf
un
#radiuslisten 127.0.0.1

wiu
radiuslisten 127.0.0.1




# nano +99 /etc/chilli.conf
un
radiusserverl

radiusserver2

wu
radiusserverl 127.0.0.1

Fédiusserverz 127.0.0.1

# nano +125 /etc/chilli.conf
1¥21
#radiussecret

wilu
radiussecret testing123 >siavns9fiu secret aav freeradius Tu /etc/freeradius/clients.conf

# nano +176 /etc/chilli.conf

ilu
dhepif ethl > ethl @a lan card Tu# 2 M3avisuuan ip address Wita3asang

# nano +189 /etc/chilli.conf
1721
# lease 600

wilu
lease 600

# nano +196 /etc/chilli.conf
uf
uamserver

ilu
uamserver http://10.0.0.1/phpwifi/hotspotlogin.php

# nano +203 /etc/chilli.conf
1121
uamhomepage

vilu
#uamhomepage




# nano +207 /etc/chilli.conf
un
uamsecret

iy
uamsecret ht2eb8ej6sdet3rglulp > easasfiu‘lna hotspotlogin.php

# nano +212 /etc/chilli.conf
1721
#uamlisten 192.168.182.1

ilu
uamlisten 10.0.0.1 - gateway fiuanTita3avanainalédsu

# nano +217 /etc/chilli.conf
un
#uamport 3990

iy
uamport 3990

# nano +218 /etc/chilli.conf

uA Taansunsn 1en ardunll Wialdeuuunase uniskick users
grutiiinidinluvinaussvingauas lWa vdasiaannussia uamport 3990 Tawsu kick adias

# TAG: kick user online

# Example

# /bin/echo User-Name=Ilove| /usr/bin/radclient -x 127.0.0.1:3779 disconnect testing123
coaport 3779

# TLG: uamport

# TCP port to listen to for authentication requests

# Do not uncomment this tag unless you are an experienced user!
uamport 3990

: kick user online

y Uzer-Name=love| /usr/bin/radclient -x 127.0.0.1:3779 di=connect

tilansvinenuaay Chillispot Tunarumann'lwa /etc/chilli.conf

# nano /etc/default/chillispot
uA
ENABLED=0

vilu
ENABLED=1

tingl23




o = s = v '
vinnsuAla lan card Tungay @1vsuunan ip address Tiiasavanang
Q/ 1 A 1
Tudracnvuavssuunladvuat

EthO Aa 5ulfimu1ann ADSL Router = ASALAY un 1
Ethl #Aa 14 Chillispot ¥an15 IPaddress Muanlvignang = 10.0.0.1 > asauau tun 2

nduArinnsuAlaing Config drui5u Ansanau audlacng

# nano /etc/network/interfaces
# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface

auto ethO

iface ethO inet static
address 192.168.1.100
netmask 255.255.255.0
network 192.168.1.0
broadcast 192.168.1.255
gateway 192.168.1.1
# dns-* options are implemented by the resolvconf package, if installed
dns-nameservers 192.168.1.1
dns-search localhost.domain

# The lan network interface

auto ethl

#iface eth1l inet static
#address 10.0.0.1
#netmask 255.255.255.0
#network 10.0.0.0
#broadcast 10.0.0.255

GNU nano 2.0.7 File: /ete/network/interfaces

# This file d ibes tl network interfac On your
# and how to ac them. For more infor ] interfac

# The loopback network interface

resalveonft package, i1f installed

lan network interface

# /etc/init.d/networking force-reload



# ifconfig

@localhost:~% ifconfig
Link encap:E

.1
4

6Ef:
5T RUNNING MULTICAS
3 errors
overruns:0 carrier:0

K RUNNING MIU:16




vinn1s Copy firewall ann Chillispot unilu firewall Tviscuu
wiatiszuuvinerudiu TUN aae Chillipot

# cp /usr/share/doc/chillispot/firewall.iptables /etc/

# nano +19 /etc/firewall.iptables

uA

IPTABLES="/sbin/iptables"

EXTIF="ethO"

INTIF="eth1"

#Allow releated, established and ssh on $EXTIF. Reject everything else.
$IPTABLES -A INPUT -i $EXTIF -p tcp -m tcp --dport 22 --syn -j ACCEPT

ilu
IPTABLES="/sbin/iptables"
EXTIF="eth0"
INTIF="eth1"

druildaviiin port 1 BiSuas tep annzhvuansinuiiia web 12ihunlaile

#Allow releated, established and ssh on $EXTIF. Rel'ect everithini else.

IPTABLES -A INPUT -i

$IPTABLES -A INPUT -i $EXTIF -j REJECT

Auiifaavuiuainlil wanas forward

# nano +48 /etc/firewall.iptables
druildasin port 1711 3iSuas tep nnIavanainarituniin web 12inanlsile

#Allow http and https on other interfaces (input).
#This is only needed if authentication server is on same server as chilli

$IPTABLES -A INPUT -p tcp -m tcp --dport 80 --syn -j ACCEPT
$IPTABLES -A INPUT -p tcp -m tcp --dport 443 --syn -j ACCEPT

asun
EXTIF="eth0" > @M3uLinu1a1n ADSL Modem Router masiiTiiusn1suasisiiiutas
INTIF="eth1" > ausuiisduindasanlviun Login Aau dvarladerudueasuinle



# /etc/rc.local

AN UTsaAI&9T N Tdvina lWa
Jusr/sbin/chilli start

sh /etc/firewall.iptables

5

GHNU nano 2.0.7 File: fetc/rc.loc:

1 —e

# rc.local

t Thi=s script i
f Make sure tha
Fro

} execut at the end of each multiuser runlevel.

ipt will "exit 0" on success or any other

t value on err

d/==h =start
/ntpdate -u pool.ntp.org
.d/my=sgl start

.d/ffreeradius

1inn15¥9%u Service Packages v Firewall uag Chillispot
# /usr/sbin/chilli start

# sh /etc/firewall.iptables



# ifconfig

localhost:~% ifconfig
ncap:Etl]

v
L

o
A

¥ b

:Link

frame:0
carrier:0

Interrupt:
Link encap:Local Loopback

H I e
E RUNNING MIU:1
frame:0

carrier:0

up
RX
TX
colli=sions: queuelen:

X byvtes:1 (125.6

Tun0
Y- e s G DA | e =
Stz IvIBENUAIsSataudsuaantia liitasavanqtun0 asnrvruunu ethl asanauluin2

# ps -ef |grep chilli
root 4833 1 007:52°7 00:00:00 /usr/sbin/chilli --conf /etc/chilli.conf
root 4842 4722 007:52 pts/0 00:00:00 grep chilli

# shutdown -r now



furndvnsrasauinaiavananelésu IP Address ann chillispot fuuuu logfile
# tail -f /var/log/messages

*ydeannia3avanaie'lésu ip ann chillispot dhcpd

Oct 6 07:21:48 localhost smartd[5688]: Monitoring 1 ATA and 0 SCSI devices

Oct 6 07:21:48 localhost smartd[5690]: smartd has fork()ed into background mode. New PID=5690.

Oct 6 07:24:00 localhost chillispot[5566]: chilli.c: 3759: Successful UAM login from username=test IP=10.0.0.13
Oct 6 07:24:19 localhost chillispot[5566]: chilli.c: 3823: Received UAM logoff from username=test IP=10.0.0.13
Oct 6 07:24:21 localhost chillispot[5566]: chilli.c: 3823: Received UAM logoff from username=test IP=10.0.0.13
Oct 6 07:26:15 localhost chillispot[5566]: chilli.c: 3759: Successful UAM login from username=test IP=10.0.0.13
Oct 6 07:26:30 localhost chillispot[5566]: chilli.c: 3823: Received UAM logoff from username=test IP=10.0.0.13
Oct 6 07:26:52 localhost chillispot[5566]: chilli.c: 3759: Successful UAM login from username=test IP=10.0.0.13
Oct 6 08:21:44 localhost chillispot[5566]: chilli.c: 1086: Rereading configuration file and doing DNS lookup

Oct 6 08:29:58 localhost init: Trying to re-exec init

vinnsas19ns iaigaaias logout 1dtag
Taanshigsidasinun IP Gateway a1av Server uutiuusnidas

# cd /var/www/

# rm -rf index.html

# nano index.html

TNl
<META HTTP-EQUIV="Refresh" CONTENT="0;URL=redirect_logoff.php">

# nano redirect_logoff.php

Tl

<?php

print "<META HTTP-EQUIV="Refresh’
CONTENT='0;URL=http://".$_SERVER["SERVER_ADDR"].":3990/logoff'>";
?>

niiu copy 3199 phpwifi 8n viailavfiunisizings admin Tuszdunile
# cp /var/www/index.html /var/www/phpwifi/

# cp /var/www/redirect_logoff.php /var/www/phpwifi/



innsasyaauia3avanang
Open web browser

wimanaand PortsProgrammer Login

PortsProgrammer@ssuuiigasilaug iz idueasuiaaumssawiadd w.s.u nauiineas

y Authent!cation hotspot wifi login

aanuuuuaziRsEuL AN ImnssuRauTiEas IEUAAETIU Yaunu
1 gawasiun uaz waias wininmsaanduEh idnudweasia
nsanasdiadniian
Username :

Password :

clear cookie
Login

© User IPaddress : 10.0.0.12 @ MACaddress : 00-16-D2-40-48-30

-i- Al -

stunfigaldmanudaliietathadunadila @ wsu.aaufmadt w.a.2550

3 uar saruNTARRGaHaUATELILT

e o T -
dmiudisiariudmansaduousiarulédameni waousiaru

hwWwN

aunsamiasamadawlind avnadau wharliwladaleasuauannandguasuu

aanuuLuasfiaszuu: kkc.rmuti s12iuanada aauunu

& | a ' ' vas = TTH - '
AsUIsINgNASaYanznaaadts1Inlesulanann dhcep chillispot server visa'lai
a'lazudaziduiiiauluslénacine



@ l.ogal Area Connection 3 Status

 General | Support
~Connection status
. Address Type: Assigned by DHCP
== IP Address: 10.0.0.13
Subnet Mask: 255.255.255.0
Default Gateway: 10.0.01

Windows did not detect problems with this
connection. if you cannot connect, click
Repair.

e &3
Network Connection Details:
Property | Value
Physical Address 00-01-03-44-A3-08
IP Address 10.0.0.13
Subnet Mask 255.255.255.0
Default Gateway 10.0.0.1
DHCP Server 10.0.0.1
Lease Obtained 14/3/2554 2:23:23
Lease Expires 14/3/2554 2:33:23
DNS Servers 152.168.1.100
152.168.1.1
WINS Server




nagauAuLA3aqn2ing Aau Iaunsa login uaz MeusuAu Server 16 uddemudae
Squid Proxy Server uwunan'lu Config 1Wdase squid.conf Aa ualainlainszuu error!

sz¥9luidavaav Config W uu Squid Proxy Server gaenizdu ....

PortsProgrammer@ssuuiigasiausgldoudueasuiaauwssaindé w.s.u aauiinwmas

- - o - = - - - - - =
1d yaasiun waz wddes tiaimsaanawiidoudawmeaasuia
AgacEdiarinTdu

Username :  hhh

Password : ees

clear cookie

O User IPaddress : 10.0.0.13 B MACaddress @ 00-15-D3-40-48-30

#~ Google - Internet Explorer, opti for Bing and MSN

Authent!cation hotspot wifi login

DANULUWARTRIUITEULTALTIHNU TAINTSHAINTIFADS SITHIAREA TN Yauunu

00:58:49 -

0. 1/phpwifi hotspotiogin. php?res=popup 28uamip=

.0.0. 18uamport=39308userurl=http: /fwww.google. coméredirurl=http

j 20| % Iﬁﬁc-ﬁg\e Ll

PortsProgrammer Login

Authent!cation hotspot wifi login

aanuuuazisssuuTasfivee Imnssurauiiomas OTINAASAIN TaukAu

PeortsProgrammer @szuuiigasiiausdoudwaasuiaaunsssuiindd n.s.u aauineas

fiuddausul... Audanauluaauzyawas [ hhh ] IPaddress : 10.0.0.13

Y
Furunanie @ nsaiiiqmau Logoff aananszuy

* W'l Logoff Taunisiiniinaazasldtuzdas URL diwviidu 10.0.0.1 neid Enter ilumsizuusan!

Remaining time : 00:58:49

OnlineTime  [BawiRulduagTussuy 10 |00:01:11 wsraaay I-ifau-Tu aaaleswuaaty (Srgndmun)

ExpirationData (Y-m-d) If you are assigned.

Logout

Aunhtunstadou
1. asanathiamibswilavawil wilizda(minimize) 1390 Taskbar fuang
2. dadnifauliadnt Logout wiailawiwinai...

annuULamignsiuy : Computer Engineering kkc.rmuti shawaadanu zauunu

b testspe... £} 0052-Tale - Sundmisaiial... @ www.mediafire.com

K - B - O o - Page~ Safety - Tooks~ @+

iGoogle | mseanisaun | asfiadnassuu

msdumdug
(asfiamanin

gle.com in English

[ [ [ [ [ [ [@mntemt Fa - [®wo% -~ 4

Done

[T @ mtemet Va-[®00% - 2



nasaun1s Logout tavina Users uuia3adgnaing
1 Users Wuw Gateway 2av Server uu URL uu WebBrowser aav Users 1av

€

(& |g, 10.0.0.1

File Edit WView Favorites Tools Help

aziflunis Logout 1aadiaiusis

KC Rmuti ECP Linux Authentication Login by ECP - Internet Explorer, optimized for Bing and MSN

_ia]x]
62 - |g http:/{10.0.0. 1/phpwifihotspotiogin. php?res—logo FFauamip= =3 B (|2 B
Fle Edit View Favorites Tools Help

¢ Favorites |§5 €] &w manlny shngd dhnl... @] feingaulai OKHOOK & Chilispot 2 | Speedtest.net Mini Bandnid... @ naazummuiuia testspe... £} 0052- Taly - dundmisafiid... A www.mediafire.com
{8 KKC Rmuti ECP Linux Authent!cation Login by ECP | | M- B - L e - Page~ Safety - Took - @

PortsProgrammer Login

PortsProgrammer@szuufigasdaugldiubumaiiiaaiunszaryindd w.s.u nauinwas

@ Authent!cation hotspot wifi login
N

EELIBITE R N RS ST R L L LRI Windows Entarmet

P " — The webpage you are viewing s trying to lose the window.

4 oo Do you want to dose this window?
ns.mm-ruauﬁnnu

No

Username :

Password :

clear cookie
Login
© uUser IPaddress : 10.0.0.12 @ MACaddress : 00-16-D3-40-48-30

-1 duusi -

ssuufgnimauialivueaiodueadila s wsy. aaufnas w.A.2550

dmiviulandsadll fadld uay siashunsafnsadguasyuus
. dnsugdsiarundrannsawdoustaiuldaiil wWaoustaiu
. musaaiasamadow1afil asmadiou wdarldnuladalafuauanaaindauassuu

Bow N e

[T T T T @ ntemet Wa - [®won - 4

Done



nasgaunis kick gsiaias aanainszuu
A VA Q/ 1 G‘; A Qs -
1Un einaasladviuvatilussuunivviua Tuaaici users AN online

Programmer
= =]

Systems configuration!

. AU Users aiu fludunisuaad TIADG . A linuag
AIUAUATTHITL . saabfinisiiam - N -
Password nuifizm NoAuthen Tusruuianum
Tod | Goop
S E @
MONTH "
4 T
: . . . UseiRnisuasd
vadauiiaf i lightsquid Log Web LOG Bandwidthd Admin LOG .
veifiem
oy E = &5 = -\‘-
Usyifinislidiauia .. aasruulugiu
gulinaandussuu ) -
WUR dayaiamua

Tda&nia [*kill*] uutasavnune gn

KKC RMUTI ECP KhonKean Authentication! [ 1.0 ]

sruuiamsmsignidnaudidouawmasnin [ WiFi Authentication Hotspot ]

PortsProgrammer » g

e e om 12 =
'Iu"Iﬂ"IE-I\'J:I!'tl'\'J"I'I.lBQT'N.'EEJ.ILI'I."IG'I-‘IHIFI

&S: i

fiAdataonuagtus i

149 hhh 2011-05-04 13:46:58 00-16-D3-40-48-30 10.0.0.13 & K]

LA

Users Online : msraaavdwiagaasiiidslfnuas tussuuiuilasiu!

iayanasgarasinidstdauagiussun dfiouua ['1'] gamas!




finaunsa kick users aanannaszuu'lanusaagi coaport 3779 uu ChilliSpot vinvugneia

KKC RMUTI ECP KhonKean Authentication! [ 1.0 ]
stuudanmisaisAgaitaurldnudumasuia [ WiFi Authentication Hotspot ]

Result shell command :

/binfecho User-Mame=hhh| fusr/bin/radclient -x 127.0.0.1:3779 disconnect testingl23

Sending Disconnect-Request of id 189 to 127.0.0.1 port 3779 User-Name = "hhh" rad_recv: Disconnect-ACK packet from
host 127.0.0.1:3779, id=189, length=20

Mysql database: update radacct :

UPDATE radacct SET AcctTerminateCause='"Admin-Reset', AcctStopTime=NOW/() WHERE UserName="hhh' and AcctStopTime
IS NULL

PortsProgrammer » AnfiaslfuaeTusnnimua

- = - 1, =3
finnde Tdouag luszuniiniua

Users Online : dmwulal!
Aayanasgardas i luinas1dau!

uumsaoanmuna"qn Redirect unuiiin Login anme fvwiinnanuu popup a"muaqnmu
sruuazlaitiugIn s1vsruunInis checkout ia admin kick users en 1a1iiu

£ KKC Rmuti ECP Linux Authentication Login by ECP - Internet Explorer, optimized

€]S

Bing and

w [&] http:/10.0.0. 1jphpuifi/hotspotiogin. php?res —logoffauamip=

0. 1fphpwifi/hotspotiogin.p

File Edit View Favorites Tools Help

. . PortsP L
< Favorites | 55 2| S tnawng shngi santel,., @] SsingamitaiOKHOOK €| Chilspe ortsProgrammer Logn

@ KKC Rmuti ECP Linux Authent! cation Login by ECP | |

I, e e e

aanuuuuariasuLlaofingu Imnssunauiiead NEAaSaIu Lauunu

PortsProgrammer@szuufigasdiaugladaudmaa PortsProgrammer @szuufigasdnaufidoudueadnlacuwszsiaiiaga w.s.u nauiinaasd

@ Authent!cation hotspot wifi I«
&

aanuuuuariansruuiaafunu Imassunaufiowmas 51| Auddauul... qadanduluaniusgawas [ hhh ] IPaddress : 10.0.0.13

aavldiinmsaanaiaanainssuy

#ynunig : nsntiiRman Logoff aanainssuu
nzanasfadin i * W'l Logoff Taumisinivunuazasldiudas URL vonifiu 10.0.0.1 nedd Enter iflunis@uudan!

Username : Remaining time : 00:57:55

R ExpirationData (Y-m-d) If you are assigned.
clear cookie ‘
Lagin Logout

@ User IPaddress : 10.0.0.12 @ MACaddress : 00-16-D3-40-48-]
Auunintunisidou

1. nsanaddawidnilaudnit wilida(minimize) 130 Taskbar éwae

I AuuRn e 2. diadntdehindni Logout wialaminehai..

. srnfgaimauiativueiathodunadiln oy wsy.raufuead w2550

A tafde il fadif way sWadunsanfndadguasyuu
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AnFunsLAN Users TuTaiuvialyl via awisswusd Ts9usy 5ud1vil 8uq

®3 Generate Users Authen!cation Hotspot Login!
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wWinglfinsdsyy Wing1d Fixed g 1ERandom Aldvaiuau Excel A dmsuuusyy
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adfinisidau

Aayaririyl
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e WRnnaue 1 adhnvuaiuvuaaneily 0000-00-00 syuuaglaitdinlain
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ufily User logoff

A TusEuy

I lufifunuaaig (1Aalni)
Vil gaias Login ldumAasvtéien wal adiaas Avunaignislddou
ngmnsaniayalurdasduauirnaniunnuiaviungu i
AU Hangu A Junuaan anius it
E E (e mikaa / dwivaa) - : s
12 gTest : 512 2011-12-31 & 31
13 gTestGroup 10 2050-01-01 & 2
0: 0 5|
Idle-Timeout : |10 =| Minute
Simultaneous-Use : |1 "I Users-Login
WISPr-Redirection-URL : http://www .kkc.rmuti.ac.th Redirect URL
1 < 12 1 12 a 1 % s
@A 2050-01-01 Aluginazagdvluu (lunsdiliasaandaarguay gsiaas)
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13 gTestGroup 0 2050-01-01 & %K
Xtest 0: 0 H
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5av9n5 kill users nAvatTuscuu ns6l users A9 Online wan Server indiu 1W5a Restart
1513z6av i Server diuiinnas Kill Users Tuidhiiutavaauyaizinszuuinadaiudic

# nano /etc/rc.local

Tduldvinalndaadu
#clear users radiusd for starting
php /var/www/phpwifi/admin/del_user_remain.php

7

GNU nano 2.0.7 File: fetc/rc.local

zer runlevel.
2 or any other

cuted at the end of each multiu
2crip 3

a

ceript will "exit 0™ on =succe
enahle or disable this script just chia I execution
hi= =script does nothing.

.df==h =start

/ntpdate -u pool.ntp.org

.d/mysqgl start

.dffreeradius

zers radiusd for starting
npwifiﬁadmln;dEl_user_remain.pnp
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VHIELWP asdifianaasmlvinisdosulwa php Taaasenie Command line tindafiawain'le

Wllvihnnsaasaudiayaded
Wanasauadesulua php Taeasen1e command line azdiaglififaanuuaadafianaratindu

# php /var/www/phpwifi/admin/del_user_remain.php
feinu @:ﬁmiﬂﬁ%’@mﬁmﬁ\uﬁau

root@localhost:/var/www# php /var/www/phpwifi/admin/del user remain.php

root@localhost : fvar/ wwwi I

* WU LLUALANLAY + waila 229 Administrator
nsal Admin eiavnns wauu Password T

mauﬂul,awwv Administrator wihifuis wanilunns ﬂaonuans“wmnuuo s Tdaaelaaanuuutvisiuduwuyd
Users Aldiouialyl 1 53assausanasu ... uiflung fignsiasudiafy dasiud

./ System Administrator for Server
—

rinaldunlanuaiawuussuuraansnas

‘ - = = = =

Authent!cation MAC ADDR

e
= &
" L
x N
o A Yyt
_ . - wRausiaeinu - o
s115U Register uiludssun ) Aflans Tiauseun
Admin

Tumam fuagld session[username] uag session[password] Tuniin index.php
waantin login Tugiuzuas Administrator

1 Login Tugiug Administrator FIususAuEN "Lﬂmmﬂﬂaﬂu password Tuitag aglaviuiinsu
waignauiilu Administrator Login Tugusgguassuu anataiasgnaing
s ldvinnsnagaussuuzaIfiLag

Taansaad Loginlugug Users walivtawdinldienu Internet (é”uﬁmwwu Administrator Ugasu)
uagvinli sessmn[username] way session[password] ldnita AV users wag password
Aldsusuiauiinunu aaul Administrator nagauszuL NLAZAIRNNE

wams1il Administrator winantinulugiusgauassuuinass
ANLATAIRNULULATILANNNARALTTULAIILDY

fiagvinl¥i session[username] wa session[password] w&euliiilunag users
Tufiaavinls Username way Password aae Administrator ‘insedunauazid@au Password 11



KKC RMUTI ECP KhonKean Authentication! [ 1.0 ]

ssupiamsnasiigmidaugtadnudumadiia [ WiFi Authentication Hotspot ]

@)L Administrator

wasusTarwR0hauasTIL

SFATMEY © eesewe
siaduIn . eeses

fudusiariuimi © eeess

frudBud wustiasy wnsudutdefinudautiuuiiag
.. lluATaavinnns Logout aananaszuuluniingiu fvdinldeulugiug Administrator

P4-L3050 B Soerdbslae . i 33idail

o &

fraFmaudy 3dmin @ wian [-1 canainsriu

Main mmenn

AUTLEN

Wit s F e pbgranl

*w&Ivinns Login win'ldlvis Tugiug Administrator aase wdrldvinnisil@au Password Tnsiléivae

Apache/2.2.8 (Ubuntu) PHP/5.2.4-2ubuntu5. 15 with Suhosin-Patch mod_ssl/2.2.8 OpenSSL/0.9.8g mod_per{/2.0.3 Perl/v5.8.8 Server at 10.0.0.1 Port 80

kkc RMUTI KhonKean! WiFi
Authentlcation [ 1.0 ]

PortsProgrammer@Administrator Login
Username : admin

Password : essss

programmer  HEHE ICTH

WiFi Authenticaton System Development.
aanuwuuuaziRwisruyinafnu kke rmuti ecp @ System Programming

Amafiauuuiisumangfuauiilu Administrator agudidu Save svuuseduvile Mdfaanasy
Awnzaailu Administrator aatigiaviinaiiail Lawizdina
..&72u Users 855101 ...1 §Gavaaniy .fugadasuad tiuidnd uay gadasdianiu .

Aadainnfiaugasinud asfanudadu dawnud contra
F03A [ uug 8199 9he a7 e a7 B wae ]



*1ud3ay Users wlaau Password 1av

winmanaandu » PortsProgrammer Login

n PortsProgrammer@s:uuigasilaugitiuiumasuiaaums s 6inaid w.s.u Aauiiaas

w Authent!cation hotspot wifi login

aanuuuuariassuulaafive Imnssuaauiieasd siunadau vanunin
- P e e =
@ gamasiu uaz wiades Wiavinsdandunhidnuiweadula
Azanasfiadn T
Username :
Password :

clear cookie
Login

@ User IPaddress @ 10.0.0.13 @ MACaddress : 00-16-D3-40-48-30

== Auund -

. suTigaimeuialiwaiaihadweasile a1 wsu.paNTGas W.A.2550
. dwminivinulendehifl Sadld uay siariunge
. dmdudiisiarhuudmannsouldsusiaiu o

. amnsasinsamndowland asmadau wdaz )

HwWN e

gyl Lo et o uasTILY

aanuuuuasviannsTuu: kkc.rmuti s1auvaadanu sauunu

b a & ' | - P | 1 1 P o
91z Server ivA3as 6ivan IP address iuan internet Tiitn3avanaing ‘Bituiiaudiu
a o Y A o = ' P @
waauinta aususdrundasiuusla IP address aav Server tuan IPaddress “sitiiiaudiu

-I- Auund -
suugnimeuaifiuesatisdueasiile @y wsU.AauRIeas™ W.A.2550

. Amihavinulendehill Sadld way sWariungg
. dmsudisiarhuumannsouldausiariule

DHAUASYLLM
-l - - '
Damit wlanustiasinu
. @nnsamiasamadonlani asnsiiou usay

W N =

AUITTUU

aanuuuuasfigussuy: kkc.rmuti stdusaadaiu aaunnu

attpsf10.0.0. 1fphpwifi fadmin/password. php

aanuuuuaswarussuu: kkc.rmuti shdusaadadiu dauunu

http:/f10.0.0. 1/phpwifi/admin/password. php
uti ECP KhonKean ... @ wanasal @

=l WEEL W is W Google uils




iila web browser 12 1avr1utusruz Administrator
‘J (-4 1 v (3 =
1d# USuueavuiindanau

System Administrator for Server

£,
e

- - 1 1 -
vunaliunlasumawuussuuaaasvioas

v § "E B = =

Aniu _ N . . e . dmiu No d iy Allow
) Package Server | USuuwsiadns users || dSuusonimandu || ) L
AccessPoint Authentication MAC ADDR

= % ¥ A

- . uldausiasiu N .
dmiu Register WA lUATISELL SELLUDIFGL i aflansliaussuy
Admin

1Y d o P | ' v a
uadnAla IP address iiflu Gateway Tiinsavanaing Liiassauinsag Server uaavaal
fnacing

http://<IP-SERVER>/phpwifi/admin/password.php

<b>-:- muuzun -:-</b><br><br>

1. ssuufganifauiiialiouieiaznedunasiin a1u wsu.AauRIeas w.a.2550<br>

2. i vinuleAde'lis dald uay sWRKuNanGacagquassuu<br>

3. amsugiswanuudsunsaldnuswaetuldaeiid <a
href="http://10.0.0.1/phpwifi/admin/password.php"> <b>8nuswaniu</b></a><br>

4, gansaddasaeneifiauléidd <a href="http://10.0.0.1/phpwifi/admin/register.php"><b>aeneifiau
</b></a> waagldouldfialdsuauanaanngauassuu



ausiaansi

S Interface Manager

Usuudaminmadaniu m

ladams ¢ KKC Rmuti ECP Linux Authent! cation Login by

1aATUASUSINTINGA | Aswoaedadnidisu

dammdianuiningseurhidnsa @ Username wSa Password “higadias Tilsaaa

flarnuaduianisidoudiuas © Hunsanfedadguassuy<br=

3. dwdudilsvaduudaansadfausiaeiula
il =a
href="http:// IR/ phpwifi/admin/passw
ord.php"><b>ufausiaciu</'b=</a=<br>

4, annsaadmsaanadawland <a

damuaiuinamsidnueua (Javdn): | <bsduuniilunisiEinu</bs<br>
1. ﬂimwaﬂwﬂmuﬁwmqﬂauﬁvﬁ' weThea
(minimize) 130 Taskbar dudia<br=

2, dladnldeuinadntd Logout wiallamineng

i..

mEE W E

Lo

PortsProgrammer 1 Login

PortsProgrammer@s=uumigaséauglidiudunasuinaunwss 1 oiiaaa w.s.u aauinmas

@ Authent!cation hotspot wifi login

aanuLUariRsiuLTrafinau Imnssuranimas sineadan uauunu

» Tugiandiunisulao Password aliglionannsaulfousiaduaale
» Change Password By Users

» fnidusiaru nsanlUfinsandauaszy
» If you forget your password
» Please contact the administrator during the home.
Service Users IPaddress : 10.0.0.13
UsarName :
Password [sWariuiiiu] :
New Password :

Confirm new Password :

aanuuuuazvianszuy: kkc.rmuti sizusnadau sauunu



Webmin swsu System root alias

# apt-get -y install wget perl libnet-ssleay-perl openssl| libauthen-pam-perl libio-pty-perl libmd5-perl
# cd /tmp/
# wget http://prdownloads.sourceforge.net/webadmin/webmin_1.490_all.deb

# dpkg -i webmin_1.490_all.deb

host:/tmpd 1s -1

-rWw-r——-r—— 1 root root 141053824 2005-05-17 12

root@localhost:/tmp¥ dpkg -i webmin 1.49%0 all.deb

Selecting previously deselected package webmin.

(Reading database ... 353 » file=s and directories currently installed.)
Unpacking webmin (from webmin 1.450 all.q }

Setting up webmin (1.490)

Webmin install complete. You can now login to https://localhost:10000/
as root with yvour root password, Oor as any user who can use sudo

To run commands as root.

gulunisiade webmin udn output iflu https:// uamein apache fishuanauad'lus

a al

Aa 1Tvuan15vineu ssl ﬁ’utao

Open web browser
https://ip-server:10000

€

& | https://10.0.0.1:10000

File Edit WView Favorites Tools Help

a1 There is a problem with this website's security certificate.
k-

W/

| by this website was not issued by a trusted certificate authority.

is website has expired or is no alid.

this website was issued for a di rent website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Security ifica blems may indicate an a | you i any data you s

¥ Click here to close this
&Y Continue to this website (not recommended

@ More information



Username = T2fuav Server Tusiue root
Password = 1duav Server mau Login w2n Server

/" hitps://10.0.0.1:10000/ - Internet Explorer, optimized for Bing and MSN.

% = @ hips://10.0.0.1: 10000/

Fle Edit View Favorites Tools Help

=15 cershcateEnor ||| 42| x| [ cose 2

< Favorites |§.§, €] S manlne dhng thnl.,. €] Avingaaulati OKHOOK @ Chilispot £ Speedtest.net Mini Bandwid... ¢ waaauaimuda testspe... <} 0052-Tats - Sundawsatid.. A www.mediafire.com
@ https:/10.0.0.1: 10000/ | | % - B - = o - Page~ Safety~ Took~ @+

|

Login to Webmin
You must enter a username and password to login to the Webmin server on
10.0.0.1.

Username root

Password eee

Clear

*aRniATasunnagni [ 2ag ] Remember login permanently? ag'léilsidiag Keys sy uiiat

Login to Webmin

You must enter a username and password to login to the VWebmin server on
10.0.0.1.

Username root

Password sssssneee

W Remember login permanently?

Lagin | Clear

(<]S)

File Edit View Favorites Tools Help

» [ https://10.0.0.1: 10000/

][ certfcate Error || 5| 42| X | [ Gooce |2

i Faverites |55 @) #nTrastun dhngl el

.. ] frivypsulad OKHOOK @ Chilspot | Speedtest.netMini Bandwid,.. % vaznuanuidiide testepe,., &) 0052- 1aty - Sundoiential.. A waw.mediafre,com >
1€ viebmin 1,430 on localhost (Ubuntu Linux 8.04.4) | | M- - [ mm v Pagev Safety~ Toos - @+ >
Login: root
Webmin -
webmin
Servers
Others
]
Metwarking System hostname localhost
Hardware "
Operating system Ubuntu Linux 8.04 4
Cluster " "
Un-used Modules Webmin version 1490
Time on system Wed May 4 14:46:03 2011
. l— Kernel and CPU Linux 2.6.24-26-server on i686
Search: System uptime 1 hours, 44 minutes
5 Visw Module's Logs CPU load averages 0.02 {1 min) 0.13 (5 mins) 0.12 {15 mins)
) Real memory 122.64 VB total. 84.21 MB used
£ System Information e —
5 Refresh Madules Virtual memory 313.73 MB total, 15.43 MB used
Logout

S —————..
Local disk space 5.69 GB total, 1.51 GB used



*RuuauuUazidaatinuily

‘lm‘lelnm output éiq unsdade Webmin fiuartinadnsasg 2 uuy
fuagfiunisdnde Apache 1Mddandv service az'1511ii9ud2ué? apache

wu Munm ssl vida nﬁ’(ﬂo‘mnuﬂ‘summ https:// v%a Port 443 fjuag
uaf1aildvinnsinde mod_ssl deusiusn szuuavvinnas default Widlu http wuusssua

1nel User azaanenilu admin uazenueaa password 2asin3ag Server 1av
webmin azuav apache flulWdsauiaidnins e biduaanansiivag

User = admin
Password = iflu password auav root server

fiumauiid1ila https//localhost: 10000 azvinlviszuu PHPwifi Bivineudu HTTPS
Malvinnséinde Apache Tiisavsuszuu SSL
waz Remove webmin %1015 Install Tusidna%e wiatilalaeru HTTPS

2512 1 )

S Faverites |15 2] fnfumatun dingd bl 2] SOKHOCK £ Chilisot £ Soeedusst, . % . £} 0052 Tafe - Suvlewedil.. A
Boroniol | | T~ B - (0 dm - Pages Sety- Toohv @ "

3

Build Date | 4pr 28 2011 14:21:58

Server API | Apache 2.0 Handler
Virtual disabled

[ JustfocaliZandetc/oho.ni

Scan this dir | /etc/phpS/apache2/conf.d

additional d/curtn, Jconf.d/od.m, | oK, dfmhash.ni, 82/t

PHP API 20041225
PHE 20060613

zend 220060519

HTTPS

| sheinio) - tmwornes Explarer, optimisod forBingaedws
05 - Eemmusismas El el 2

Fle Edt Vew Fevortes Teds rep

Sy Favories |5 8] nTumalvn sngd dhelil.. 8] AvivgomviedOKHOOK @ Chilsoot 2 Speedtest - 4 . £ 0052 Taly - Suvlowspik.. A wew.medefve.com =l

Borco) | I Fir = B) - 0 dm - Page~ Safety- Took - @~

3

|9I§Wl Linux localhost 2.6.24-26-server #1 SMP Tue Dec 1 19:19:20 UTC 2009 1686
Build Date | Apr 26 2011 14:21:58

Server API | apache 2.0 Handier

Virtual disabled

ration | /ec/oho5 /apache2

/usrflocaliZend/etcipha.ini

[— this dir |/etc/phoS/apache2/conf.d

files
addrtional .d/curling fetc/phps/ i, f i, djmhash.ni, Jetc/

PHP APT 20041225
PHP 20060613

220060519

o
|T|uld disabled
safety

Zend Memory |enadied

“Guinneet | anshiad E

L = [ [ 1@ tmiemmet [Fa = [Fwom - 5



*aAniinasuvinuitaailaginas Webmin uadrdugatilaoruniume HTTP
TunihilvinulelifitdlauAdra il damizau

aaundatinvdsuduuiiag susunisulaouiuua HTTP Wiy HTTPS
(ms7Aavl@autlavilu HTTPS sfu Apache zasnaudiaaiila port 443 visa SSL Ugdu

aidusiuAldoulaile asasayu HTTPS ludfia 3asn1shinde Apache a%u)

*Fsuvinuiidavnns Config uuusiatsrs Command line wauasy
iila Terminal

# nano +11 /etc/webmin/miniserv.conf

wA

ssl=0 <- tilaTd9u port 80 w3a http
vilu

ssl=1 <- 1ial49nu port 443 naa https
BF

GNUO nano 2.0.7

ort =1 0000

Env_WEEHIH_CﬂHFIG=fEchwehmin
Env_WE3HIH_?ER=IvaIIWEhmin
atboot=1

# /etc/init.d/webmin restart

Stopping Webmin server in /usr/libexec/webmin
Starting Webmin server in /usr/libexec/webmin
Pre-loaded WebminCore

iilaiin Web browser Wwuw URL 1ilu https://localhost:10000 1atauadu



*guEuvinuidasnis Config ann HTTP WifluTuiue HTTPS uuusunaqdiaq uu WebGUI Aazainasu

iilaus1in Web browser #t Webmin T3ilafenu

You can now login to http://localhost:10000/ as root with your root password.

| < | » || + | http://10.0.0.1:10000/

Installing ... experiment

Install Zen...n Blog SEO

[ «[» | [+ [& http://10.0.0.1:10000/ ¢ | Q- Google O~ 2%~
m Installing ... experiment  Install Zen..nBlogSEO  Google pfsense.lo..nse webGUI  kkc.rmuti.a..ion Hospot! RmutiECPK..spot[1.0]  wasauanu. andada »

Logincaq
@ vebrin
opConfiguration Files

Change Language and Theme
Webmin Actions Log
Webmin Configuration
Webmin Servers Index
Webmin Users

System

3 servers

O Others

@ Networking

B Hardware

B Cluster

@ Un-used Modules

Search:

A\ View Module's Logs
& System Information
S Refresh Modules

@ Logout

& webmin

System hostname
Operating system
Webmin version
Time on system
Kernel and CPU
Processor information
System uptime
Running processes
CPU load averages
CPU usage

Real memory

Virtual memory
Local disk space

Package updates

Webmin version 1.530 is now available, but you are running version 1.520.

localhost

CentOS Linux 5.2

1.520

Tue Mar 22 15:14:09 2011

Linux 2.6.18-92.el5 on i686

Intel(R) Pentium(R) 4 Mobile CPU 1.60GHz. 1 cores
0 hours, 17 minutes

11

0.18 (1 min) 0.22 (5 mins) 0.18 (15 mins)
0% user, 0% kernel, 0% 10, 100% idle
503.29 MB total, 97.29 MB used

1 GB total, 0 bytes used

6.78 GB total, 3.77 GB used

387 package updates are available

[ Upgrade Webmin Now |



siacnal Webmin Configuration

|« | » || + | http://10.0.0.1:10000/

Installing ... experiment

Install Zen..nBlog SEO ¢

Login: root

Webmin

Backup Configuration Files
Change Language and Theme
Webmin Actions Log

Webmin Users
System
Servers
@ Others

M Alneioliina

Module Config

IP Access

[ «|» | [ + [ httpy//10.0.0.1:10000/

C] [Qv Google

| O~ %

m Installing ... experiment

Install Zen...nBlog SEO  Google pfsense.lo..nse webGUI  kkc.rmuti.a...ion Hospot!

Rmuti ECP K...spot [1.0]

vadauaM.Andada

Login: root

Webmin
Backup Configuration Files
Change Language and Theme
Webmin Actions Log

ebmin Configuration

Module Config

6

Webmin Servers Index

Webmin Users IP Access Control
System
Servers Fr
Others E

Networking
Hardware
Cluster

Un-used Modules

User Interface

Index Page Options
A View Module's Logs
& System Information M
S Refresh Modules
© Logout Edit Categories

&
©

I

Certificate Authority

Anonymous Module Access

Background Status Collection

Webmin Configuration

Webmin 1.520

Logging

b

Operating System and

A

Ports and Addresses

¢

Webmin Modules

Environment
Upgrade Webmin Authentication

ﬂl

2
A

Webmin Themes

ng Mobile Device Options

&t

Debugging Log File

Module Titles

]l

File Locki

D

Advanced Options

Q

Proxy Servers and Downloads

=

Language

&

Reassign Modules

@

Trusted Referrers

Blocked Hosts and Users

4

SSL Encryption

© Yes O No Change this option to control whether Webmin is started at boot time or not. If it is not



1 L%

nace SSL Encryption

e Device Options

ugging Log File

SSL Encryption

Blocked Hosts and Users

oL

[ <[> ||+ [ http://10.0.0.1:10000/

C] [Q' Google

1] i Instaling ... experiment

Install Zen...n Blog SEO  Google pfsense.lo...nse webGUI

kke.rmuti.a...ion Hospot!

Rmuti ECPK..spot [1.0]  wasausny. undada

Login: root

& webmin
Backup Configuration Files
Change Language and Theme
Webmin Actions Log
Webmin Configuration
Webmin Servers Index
Webmin Users

O system

O servers

O Others

@ Networking

O Hardware

O Cluster

@ Un-used Modules

Search:

A View Module's Logs
@& System Information
£ Refresh Modules
@ Logout

Anony

Module Config

£

IP Access Control

User Interface

Index Page Options

WA

Edit Categories

é

mous Module Access

©

Background Status Collection

I8

Certificate Authority

Webmin Configuration
Webmin 1.520

L

Ports and Addresses

g

Webmin Modules

*

Upgrade Webmin

Module Titles

File Locking

-

Advanced Options

© Yes © No Change this option to contr

A

Logging

®

Proxy Servers and Downloads

6
=

Operating System and
Environment

Language

<
&

Authentication Reassign Modules

&
@

Webmin Themes Trusted Referrers

Mobile Device Options

&*

Debugging Log File

Blocked Hosts and Users

SSL Encryption

ol whether Webmin is started at boot time or not. If it is not

PRV R



Mul#isingia Enable SSL if available? aanfia131 Yes tauasu

Warning - only turn on SSL support if you have a browser that supports SSL (such as Netsc
blocking https reauests between vour browser and the Webmin host.

pmaImslvay HTTPS Tvnanidu Yes

SL support

Enable SSL if available?

Private key file Jetc/webmin/miniserv.pem

Certificate file © Same file as private key
O Separate file |

Redirect non-SSL requests to SSL O Yes © No

m 5.2 o [0
| «|» ||+ | http://10.0.0.1:10000/ ¢) [@- Google | O e
[ & Instaling ... experiment  Install Zen..nBlogSEO  Google pfsense.lo..nse webGUI  kkc.rmuti.a..ion Hospot!  RmutiECPK..spot [1.0]  wadaumi..aindada %
Login: root 3
gWebmin Module Index SSL EnCI’yptlon

Backup Configuration Files
Change Language and Theme
Webmin Actions Log
Webmin Configuration
Webmin Servers Index

SSL settings ~ Current certificate  Per-IP certificates ~ Create certificate  Upload certificate
The host on which Webmin is running appears to have the SSLeay Perl module installed. Using this, Webmin supports SSL
encrypted communication between your browser and the server. If you are accessing your Webmin server over the Internet, then you
should definitely consider using SSL to prevent an attacker capturing your Webmin password.

Webmin Users Warning - only turn on SSL support if you have a browser that supports SSL (such as Netscape or IE), and there is no firewall
@ System blocking https reayests betgveen vour browser a_nd the Webmin host.
O Seners e 00Ny HTTPS Tvnanilu Yes
@ SSL support

Others = — S—

@ Networking Enable SSL if available?
g Hardware Private key Tile |/etcjwebmin/miniserv.pem |
Cluster ’
@ Un-used Modules Certificate file © Same file as private key
Search: O Separate file I
Redirect non-SSL requests to SSL O Yes © No
2\ View Module's Logs mode?
% System Information SSL protocol version © Detect automatically © I:I
"
S RatesliModiles Allowed SSL ciphers © Detect automatically
@ Logout © Only strong PCl-compliant ciphers

O Listed ciphers |

Additional certificate files
(for chained certificates)

4 Return to Webmin configuration

Additional certificate files
(for chained certificates)

& Return to Webmin configuration

aniiud adnil Save lauasu



vinn1sitauiin Webmin uaat2nladvulusiaiu warsaviniuw URL tflu HTTPS uzasu
9 A al 8 Qs
wiszaatladaauivuanismeiuladiiu port 443 SSL Bausaauaan!

©

| « | » || + | https://10.0.0.1:10000/

Installing ... experiment

Install Zen...n Blog SEC

Login: root
@ wWebmin
@ system

@

Webmin 1.520 on localhost (Cent0S Linux 5.2)

[« » | [+ € httpsy/10.0.0.1:10000/

a G] [Q' Google

[I] i Instaling ... experiment

Install Zen...n Blog SEO  Google

pfsense.lo...nse webGUL

kkc.rmuti.a. jon Hospot!  Rmuti ECP K. spot [1.0]  wesauanu. dundaia

Login: root

3 Webmin

@ system

O servers

3 Others

@ Networking

3 Hardware

@ Cluster

B Un-used Modules
Search:

A5 View Module's Logs
& System Information
& Refresh Madules

@ Logout

& webmin

System hostname
Operating system
Webmin version
Time on system
Kernel and CPU
Processor information
System uptime
Running processes
CPU load averages
CPU usage

Real memory

Virtual memory
Local disk space

Package updates

Webmin version 1.530 is now available, but you are running version 1.520.

localhost

CentOS Linux 5.2

1.520

Tue Mar 22 15:55:41 2011

Linux 2.6.18-92.el5 on 1686

Intel(R) Pentium{R) 4 Maobile CPU 1.60GHz, 1 cores
0 hours, 58 minutes

98

0.06 {1 min) 0.03 (5 mins} 0.00 {15 mins)
0% user, 0% kernel, 0% 10, 100% idle
503.29 MB total, 99.46 MB used

1 GB total, 0 bytes used

6.78 GD total, 3.77 GB used

387 package updates are available

Uéﬁlade Webmin Now



f1usurinunas Webmin vinoaui port 443 SSL w3a HTTPS Buusauus?
Afadulauasl

Config WEBmin Into Support PHPwifi 1.0
*urnudueauiidaanea azvinlidnadussuuli Balance Au

1115 wA'la Config W& wav Webmin Tiaunsaldeusinu Web browser
1a1aan13Td URL address 3vasvtznun'lnadaay Webmin 1ailaans

# Terminal

# nano +16 /etc/webmin/config
uA
referers_none=1

il
referers_none=0

£

GHU nano 2.0.7 File: /fetc/webmin/config

&

grep HAME | grep -v grep | awk '{ print %2 }°
yin: /usr/local/bi

product=webmin

# nano /etc/rc.local
Tl aina
/etc/init.d/webmin start

fclear users radiusd for starting
vhp Svar/www/phpwifi/admin/del user remain.php

fetofinit.d/webmin start

# /etc/init.d/webmin restart



***Plugin &&ua115u Webmin + PHPwifi 1.0

ALAzAadaN pack t&uuay Java wwal¥ Web browser aasaauvinenudu Function
wzlugugiguassuy geuamuauaiuniintiy Web Administrator

KKC RMUTI ECP KhonKean Authentication! [ 1.0 ]

srupiamsmsngnicaugizdudaumasuia [ WiFi Authentication Hospot ]

This module requires java to function, but your browser does not support java

***g17343 Plugin JAVA 1&5u12in'1d7u Web Browser
aAafaglasudannuuiddiau donw wianAubifiviinaruaunisidoiu

*PHPwifi ilefdulusiil Web browser uu Windows sasaaidaséiinde Plugin Java & sl awaz Admin

http://www.mediafire.com/?8clacwh2cd12zb1l

13a download anAunasatiuas java ldlaunse

Start?ProductRef jdk- 6u24 oth-JPR@CDS -CDS Developer


http://www.mediafire.com/?8c1acwh2cd12zb1
https://cds.sun.com/is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_Developer-Site/en_US/-/USD/ViewProductDetail-Start?ProductRef=jdk-6u24-oth-JPR@CDS-CDS_Developer
https://cds.sun.com/is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_Developer-Site/en_US/-/USD/ViewProductDetail-Start?ProductRef=jdk-6u24-oth-JPR@CDS-CDS_Developer

K| =

Find

KKC RMUTI ECP KhonKean Authentication! [ 1.0 ]

sruuiansmsagnidiaugidnudumasuia [ WiFi Authentication Hospot |

20l|® | % K|

Config [ Save [Preview| Edit [Refresh| Info ACL Atz EXT

x| @4 & &~ S 2 0 Ol
o3 ol =) -
Delete | Mew | Mew | Upload | Exdract | New | Mew |Renams|Sharing| Mount | Copy | Cut | Paste
=1 [ANIIE |H|ﬂ
Eg‘gﬂt |f Mame Size Liser Group I Date |r_‘
Ho dev =]
Hoete j autofsck 0B raot roat Janign
Hehorne autorelabel 0E raot roat Janign
Hei lib md 1kB root root Janigo
HE lost+found & bin 4kB oot raot 20Mtar
Hegy media & boot 4kB  root raot Janign
He risc G dev 4k root raot 16:02
He mint & et 12kB  rool root 16:02
Henet & hame 4kE  root roat Mari7
o5 ont a liby 4kB root raot 20Mar
Hoiproe G Iost+found 16KE  root roat Janign
—ﬁroot a media 4kB root root Mard?
e sbin & misc 0B raot roat Janign
e selinux G mnt 4kB oot raot Mann7
HEasv & net 0B root raot Janig0
He svs & opt 4kB  root ront Manin?
Hetmp & proc 0B raot roat Janign
—ﬁusr a root 4kB root root 21Mar
LSvar & sbin 12KE  root roat 20iMar
G selinux 4kB  root roat Janign
& s 4kB  root raot Marn?
G =vs 0B root root Janign
& tme 1KB oot ront 16:02
& usr 4kB  root root 30Mar
G var 4kB oot root 21Mar
hd .4

aanuuuuazvienns=uu: kkc.rmuti stauenadaiu sauunu

Dane

Main menu
wiusn
afianisidousruy phpwifi
gwihaandusuy
Gnfdatinuagtussunione
System Services menu
finyavaaiuusTnad
sTLLILARAMUELArInMs I HasIa
donusilluaeszuy
sruudnnsgiuiiaya
sruudnnig User Tuguiaya
nasaviadiinu
Encode-Decode
Extension PHPsystem Info
Tlsunsulgiu
fiayamsaaandeu
Systems Root alias
Files Browser
SSH Shell Commander
Squid proxy reload
Firewall reload
Webmin Administrator

Webmin

| @ Internet | #a

#, 100%



*1tlauih Web browser Tugauy Administrator

WaKinn1suasau Webmin 12ivnus2£u PHPwifi

aan® Reboot Server uuiiin Index wanasaufulda PHPwifi
Systems Root alias

Files Browser

SH Shell Commander

[95]

Squid proxy reload

Firewall reload

Systems Process alias
Running Processes
Software Package Updates
Filesystem Backup
Bootup and Shutdown
Shutdown Server

® Rehoot Server

Webmin Administrator

Webmin

fuddiauiu admin » wihwsn [-] aanansay

KKC RMUTI ECP KhonKean Authentication! [ 1.0 ]
sruuianmsasigmicnaugideuaumasnia [ WiFi Authentication Hotspot | Main menu

Modue nd niusn
viodule Index

Reboot dfiemst sz phpwif
Are you sure you want to reboot the system with the command reboot ? i

GfrdstfnuagTussuiswa

Reboot System stuLuacgaLA

4 Retumn to bootup and shutdown actions System Services menu

fiayauaiuusas
sTuuLAIAM UL arinnsafia
anusirlluassuy
stuudanssudaya
stuudnms User Tugudaya
waaavdagifom
Encode-Decode
Extension PHPsystem Info
Tlsunsua)iu
aTIAdauNgnNfatIasiaya

dayamsaonadon

T T T mternet o - & nnes

aanilu Reboot System



# apt-get -y install squid squid-common

Squid Cache (Version 2.6.STABLE18): Terminated abnormally.

CPU Usage: 0.010 seconds = 0.000 user + 0.010 sys

Maximum Resident Size: 0 KB

Page faults with physical i/o: 0

Aborted

Adding user proxy to group winbindd_priv

* Restarting Squid HTTP proxy squid

* Creating squid spool directory structure

FATAL: Could not determine fully qualified hostname. Please set 'visible_hostname'

Squid Cache (Version 2.6.STABLE18): Terminated abnormally.

CPU Usage: 0.020 seconds = 0.010 user + 0.010 sys

Maximum Resident Size: 0 KB

Page faults with physical i/o: 0

Aborted

FATAL: Could not determine fully qualified hostname. Please set 'visible_hostname'

Squid Cache (Version 2.6.STABLE18): Terminated abnormally.
CPU Usage: 0.020 seconds = 0.010 user + 0.010 sys
Maximum Resident Size: 0 KB

Page faults with physical i/o: 0

Aborted

# squid -v
# cd /etc/squid/

# Is -
-rw------- 1 root root 154953 2011-05-04 22:05 squid.conf

durnnauaas Squid Proxy Server #l2ionu
# cat /etc/group

THaT - X P

ICOXY XK. 1. <----- NN proxy

Emem:=x:15
dialout:x




*yaliuLiniFasnisiinde Squid Proxy tunsdli'léfinde wdrvinans config W& wuu random
w&? squid 1aivineu wwse anwe config unnAulal awlWaids auauviniiuuldasa

dnfalaitdinladasnns conflg lWlduav squid proxy Aweneuvieuddfialiddau
wag squid proxy usiay version 197 Taaussinddoanabimiiaudu dasseionaaizaci

mumnjl,mﬁmmﬁum L ATOUABURY squid proxy wdaanuinlailé .. Huatroiuazen
g laivdintanisvineuaassyuu 9 squid proxy server ‘Luvingueae

AHBUAA lnnnisau package uav squid proxy udrdiadelusitaintlil ,Config Tusi
#A terminal
# apt-get -y remove squid

# apt-get -y install squid



1inn1s download W& Config unvAulu /tmp/
http://www.upload-thai.com/download.php?id=2aff9dfbc4564340fb10d99b4a0710fb
http://www.mediafire.com/?ki3gn8rnfrnw4kc

1#321i1n15 wget avuag
# mv /etc/squid/squid.conf /etc/squid/squid.conf.org
# cd /tmp/

# wget http://download85.mediafire.com/6546dkfp68kg/ki3gn8rnfrnw4kc/squid.conf

/a3quid/aquid.conf fetc/squid/squid.conf.org

frnfrowdkc/squid. conf
quid.conf

. connected.

23:47 (450.31 EB/s) - “sgquid.conf'

ot@localhost:/tmpf 1= -1
12
-r—-- 1 root root 9781 2011-05-04 2 squid.conf
root@localhost: /tmp#

# cp /tmp/squid.conf /etc/squid/

# chmod 600 /etc/squid/squid.conf

sialuAvinn1sunla config squid.conf aaasu


http://www.upload-thai.com/download.php?id=2aff9dfbc4564340fb10d99b4a0710fb
http://www.mediafire.com/?ki3gn8rnfrnw4kc

# nano squid.conf

ilu

http_port 3128 transparent

http_port 127.0.0.1:3128 transparent

# nano +15 squid.conf
uAtiu
maximum_object_size 250 MB > lushuiitiuagiu silauag server Anailiionu

# nano +18 squid.conf
wAtdu
maximum_object_size_in_memory 1 MB

# nano +23 squid.conf
unAtiu
cache_dir ufs /var/spool/squid 2048 16 256 >auila HDD + Ram 2048 (wtaeilu MB) = 2Gb

tushuiigavamaduaiilauad Server tHlunsiAuilsysainnsviasiiu tial Server annnszuad bandwidth

# nano +27 squid.conf
wALdu o ,
cache_mem 128 MB > Tlusuilfiuasdu silauag server Naauldou

# nano +31 squid.conf
wAtflu o
ipcache_size 512 > lushufiiuagiu aflauas server Naauldviu

# nano +76 squid.conf

wA Ip subnet nuanliitasavang

acl webconfig_lan src 10.0.0.0/24
acl webconfig_to_lan dst 10.0.0.0/24

Hlulndszuuunu
acl LAN_PROXY_SAVE src "/etc/squid/fblockhackLAN.txt"
acl LOCALHOST_SAVE src "/etc/squid/fblockhackHOST.txt"



# nano +123 squid.conf - File Block Ports
ilu

acl SSL_ports port "/etc/squid/blockportsSSL.txt"

acl Safe_ports port "/etc/squid/blockports.txt"

acl CONNECT method CONNECT

# nano +127 squid.conf - File Block IP
ilu

acl blockip src "/etc/squid/blockip.txt"

acl blockmac arp "/etc/squid/blockmac.txt"

# nano +131 squid.conf - File Block Time -to- Time
vilu

acl daytime time "/etc/squid/blocktime.txt"

acl blockurl_time url_regex "/etc/squid/blocktime_url.txt"

# nano +134 squid.conf - File Block Time -to- Time And GroupIP
vilu

acl grouptime time "/etc/squid/blocktime_gip.txt"

acl groupip src "/etc/squid/blocktime_groupip.txt"

# nano +137 squid.conf - File Block Files -to- GroupsIP
vilu

acl blockfiles url_regex -i "/etc/squid/blockfiles.txt"

acl fgroupIP src "/etc/squid/blockfiles_groupip.txt"

# nano +140 squid.conf - File Block Time -to- GroupUsers
vilu

acl groupuserstime time "/etc/squid/phpwifi/blocktmac_time.txt"

acl groupusersip src "/etc/squid/phpwifi/blocktime_ipmac.txt"

# nano +143 squid.conf - File Block Web -to- GroupUsers
iy

acl groupusersweb url_regex "/etc/squid/phpwifi/blockweb_group.txt"
acl webgroupusersip src "/etc/squid/phpwifi/blockweb_ipmac.txt"

# nano +146 squid.conf - File Traffic Delay Pools
Wi ldanuiiae

#Squid Delay Pools

acl localnet url_regex -i "/etc/squid/traffic/flocalnet.txt"

acl download_files url_regex -i "/etc/squid/traffic/fdownload_files.txt"
acl unlimit_bandwidth time "/etc/squid/traffic/funlimit_bandwidth.txt"
acl update_files url_regex -i "/etc/squid/traffic/fupdate_files.txt"



# nano +152 squid.conf - File Traffic Delay Pools
wini ldauiiae

# Delay Pools Setup

delay_pools 3

delay_class 1 2

delay_parameters 1 -1/-1 -1/-1

delay_access 1 allow localnet

delay_access 1 allow 'unlimit_bandwidth
delay_access 1 deny unlimit_bandwidth

delay_class 2 2

delay_parameters 2 256000/256000 128000/128000
delay_access 2 allow update_files

delay_class 3 2

delay_parameters 3 256000/256000 128000/128000
delay_access 3 allow download_files

# nano +174 squid.conf - Block Ports
vilu

http_access deny Safe_ports

http_access deny CONNECT SSL_ ports

# nano +177 squid.conf - Block URL & Files
vilu
http_access deny blockx - Uissuuaunedaduiliaseufiannlwa blockx.txt

http_access deny blacklist_files > wWduwanailianeund aan'lWa blacklist_files #a files. txt

# nano +180 squid.conf -> Block IP
iy

http_access deny blockip

http_access deny blockmac

# nano +183 squid.conf -> Block Time -to- Time
vilu
http_access deny daytime blockurl_time

# nano +185 squid.conf - Block Time -to- Time And GrouplIP
vilu
http_access deny grouptime groupip



# nano +187 squid.conf - Block Files -to- GroupsIP
ilu
http_access deny blockfiles fgroupIP

# nano +189 squid.conf - Block Time -to- GroupsUsers
ilu
http_access deny groupuserstime groupusersip

# nano +191 squid.conf -> Block Web -to- GroupsUsers
vilu
http_access deny groupusersweb webgroupusersip

# nano +195 squid.conf - IP Subnet transparent
vilu

http_access allow manager LOCALHOST_SAVE

http_access allow LOCALHOST_SAVE

# nano +198 squid.conf - SaveProxy ,Block Hacked
ilu

http_access allow LAN_PROXY_SAVE

http_reply_access allow LAN_PROXY_SAVE

# nano +215 squid.conf - Access logfile to Harddisk
il
access_log /var/log/squid/access.log squid



vinnsas19 s l2oufiu Squid Proxy Server #ilé Config

# cd /etc/squid/

# touch blockx.txt files.txt - Make File Block URL & Files
# touch fblockhackLAN.txt fblockhackHOST.txt = Make File SaveProxy ,Block Hacked
# touch blockx.txt files.txt - Make File Block URL & Files
# touch blockportsSSL.txt blockports.txt > Make File Block Ports

# touch blockip.txt blockmac.txt - Make File Block IP

# touch blocktime.txt blocktime_url.txt - Make File Block Time

# touch blocktime_gip.txt blocktime_groupip.txt > Make File Block Time GroupIp

# touch blockfiles.txt blockfiles_groupip.txt - Make File Block Files -to- GroupsIP

# mkdir /etc/squid/traffic - Make folder traffic
# touch /etc/squid/traffic/fdownload_files.txt - Make File to folder traffic
# touch /etc/squid/traffic/flocalnet.txt - Make File to folder traffic

# touch /etc/squid/traffic/funlimit_bandwidth.txt > Make File to folder traffic
# touch /etc/squid/traffic/fupdate_files.txt - Make File to folder traffic
# mkdir /etc/squid/phpwifi > Make folder Block Time-to-GroupUsers

# touch /etc/squid/phpwifi/blocktmac_time.txt - make File Block Time-to-GroupUsers
# touch /etc/squid/phpwifi/blocktime_ipmac.txt > make File Block Time-to-GroupUsers
# touch /etc/squid/phpwifi/blockweb_group.txt > Make File Block Web-to-GroupUsers
# touch /etc/squid/phpwifi/blockweb_ipmac.txt > make File Block Web-to-GroupUsers

# chmod 777 /etc/squid/*.txt
# chmod 777 /etc/squid/traffic/*.txt
# chmod 777 /etc/squid/phpwifi/*.txt

# chmod 600 /etc/squid/squid.conf



Tudiumauiiszuu squid proxy uu ubuntu az'LifiIWs mib.txt uaz *.conf N&laf
v o Qs - A Qs (%4 1 Qs Qs
Mi1vinn1s download avun A6 squid proxy Nlausuunaeliinagn

1inA1s dowmload asutAulu /tmp/
http://www.upload-thai.com/download.php?id=a2f5c8a9502c8101a0cb20bc6274f9al
http://www.mediafire.com/?0r6g3f1l3ot34eu

115321115 wget avutaaAle

# cd /tmp/

# wget http://download377.mediafire.com/19v7db2bb8ug/0r6g3f1130t34eu/Squid2_6.tar

nedia

ire.com. .. 14.197.161
114.197.161|:80... connected.

K

23:34:50 (655.30 EB/s3) - “Squid? 6.tar' saved [405504,/405504]

root@localhost: /tmpd 1s -1

# tar -xvf Squid2_6.tar

# cp /tmp/Squid2_6/mib.txt /etc/squid/

# cd Squid2_6

# cp cachemgr.conf mime.conf msntauth.conf /etc/squid/
# chmod 644 /etc/squid/mib.txt

# chown -R root:proxy /etc/squid/


http://www.upload-thai.com/download.php?id=a2f5c8a9502c8101a0cb20bc6274f9a1
http://www.mediafire.com/?0r6g3f1l3ot34eu

e Folunrsldadayalndaslduudazins wiadludiatineg
# cd /etc/squid/
# echo "http://www.sex.com" > blockx.txt

# echo ".Torrent" > files.txt
# echo ".mp3" >> files.txt

# echo "10.0.0.0/24" > fblockhackLAN.txt
# echo "127.0.0.1" > fblockhackHOST.txt

# echo "442" > blockportsSSL.txt

# echo "15-79" > blockports.txt
# echo "82" >> blockports.txt

# echo "10.0.0.19-10.0.0.55" > blockip.txt
# echo "10.0.0.199" >> blockip.txt

# echo "00:01:03:44:A3:09" > blockmac.txt
# echo "11:00-12:00" > blocktime.txt

# echo "www.msn.com" > blocktime_url.txt
# echo "09:00-11:40" > blocktime_gip.txt

# echo "10.0.0.25-10.0.0.29" > blocktime_groupip.txt
# echo ".zip" > blockfiles.txt

# echo "10.0.0.11-10.0.0.199" > blockfiles_groupip.txt

# echo ".exe" > traffic/fdownload_files.txt
# echo ".rar" >> traffic/fdownload_files.txt

# echo "localhost" > traffic/flocalnet.txt
# echo "127.0.0.1/8" >> traffic/flocalnet.txt

# echo "07:00-18:00" > traffic/funlimit_bandwidth.txt
# echo ".com" > traffic/fupdate_files.txt
# echo ".msi" >> traffic/fupdate_files.txt
# echo ".exe" >> traffic/fupdate_files.txt

# echo "07:00-18:00" > phpwifi/blocktmac_time.txt
# echo "10.0.0.254" > phpwifi/blocktime_ipmac.txt

# echo "http://www.xxx.com" > phpwifi/blockweb_group.txt
# echo "10.0.0.254" > phpwifi/blockweb_ipmac.txt



# touch clearsq.sh
# chmod 4755 clearsq.sh

# Is -| clearsqg.sh
-rwsr-xr-x 1 root root 775 Mar 20 16:20 clearsq.sh

# nano clearsq.sh
1RANENivnuaaudiaady aen i ussie antdauiauzasy Taaad9azvinouiluussiia

#!1/bin/sh

#

# This script will be executed *after* all the other init scripts.
# You can put your own initialization stuff in here if you don't
# want to do the full Sys V style init stuff.

rm -rf /var/log/squid/access.log

rm -rf /var/log/squid/cache_access.log

rm -rf /var/log/squid/cache.log

rm -rf /var/log/squid/store.log

#rm -rf /var/log/squid/swap.log

touch /var/log/squid/access.log

touch /var/log/squid/cache_access.log
touch /var/log/squid/cache.log

touch /var/log/squid/store.log

#touch /var/log/squid/swap.log

chown root:proxy /var/log/squid/*

chmod 755 /var/log/squid/access.log
chmod 755 /var/log/squid/cache_access.log
chmod 755 /var/log/squid/cache.log

chmod 755 /var/log/squid/store.log
#chmod 755 /var/log/squid/swap.log

/etc/init.d/squid reload



vinnsasg a3 TWa19 natsau logfile aav squid proxy naq Ju aau tiavdu uasiuln

o

(Fuilifludratrenadaiasranizdy Allaiaiasnu ligesnnuinfaadasauilsyiinisideuandil)

# nano /etc/crontab
2N ldvina' W daadu
0 0 * * * Jetc/squid/clearsq.sh

&

GNU nano 2.0.7 File: /fetc/crontab

none of the othe

on.daily )
nacron || { e & T ) ort c/cron.weekly )
nacron || ( cd / && ™ arts on.monthly )

n/ntpdate -u pool.ntp.org

fclearsqg.=sh

wazaavanu crontab run-time

o

#Icrontab -e
AN2Nldvinalnaaadu
0 0 * * * Jetc/squid/clearsq.sh

5

GNU mano 2.0.7

$# mh dom mon dow command

fetc/amquid/clearsg. sh




1inn1sa919 logfile aususduunivaas Squid Proxy Logfile
I o s v a o - - o a
wisetiludgnuanaasilseinnisladeau Au Web Application éhauqg

# touch /var/log/squid/access.log

# touch /var/log/squid/cache_access.log
# touch /var/log/squid/cache.log

# touch /var/log/squid/store.log

# chown -R root:proxy /var/log/squid/
# chmod -R 755 /var/log/squid/

# cd /etc/squid/

# nano +228 squid.conf

Tdiedagviung # 13nau wsizéivhilddade squidguard
#redirect_program /usr/bin/squidGuard
#redirect_children 5

# /etc/init.d/squid stop

# squid -zD -sYC
2011/05/05 00:00:48]| Creating Swap Directories

fiumau start squid ¥iudl error! 109 61 ..1ia A9 Authen ALisiauuung
naulduAla Config wav Squid Proxy 8nsauauninazniu

# /etc/init.d/squid start
* Starting Squid HTTP proxy squid [ OK ]

# ps -ef|grep squid

root 5850 1 009:11 7 00:00:00 /usr/sbin/squid -D -sYC
proxy 5853 5850 009:11°7 00:00:00 (squid) -D -sYC

root 5857 5017 0 09:11 pts/0 00:00:00 grep squid

# nano /etc/rc.local
T 1dvinhalnatasa
/etc/init.d/squid start



1i1n151An FIREWALL IPTABLES Wigunsala SQUID transparent 160
# nano /etc/firewall.iptables

win2nldvinalwavivuuaiad wazuA IP Subnet nuanliiiasavananaarauz@u

u55¥im 127.0.0.0/8 "Widavldudiluazlsdu iwszsiuilu Loopback wavsyuu

## Squid Proxy Allow transparent proxy
$IPTABLES -A INPUT -p tcp -m tcp --dport 3128 --syn -j ACCEPT

## Squid Proxy Allow transparent proxy for Tun0

$IPTABLES -t nat -A PREROUTING -i tun0O -p tcp -m tcp --dport 3128 --syn -j DROP

$IPTABLES -t nat -A PREROUTING -i tun0 -p tcp -m tcp -d 10.0.0.0/24 --dport 80 -j RETURN
$IPTABLES -t nat -A PREROUTING -i tun0 -p tcp -m tcp -d 10.0.0.0/16 --dport 80 -j RETURN
$IPTABLES -t nat -A PREROUTING -i tun0O -p tcp -m tcp -d 10.0.0.0/8 --dport 80 -j RETURN
$IPTABLES -t nat -A PREROUTING -i tun0 -p tcp -m tcp -d 127.0.0.0/8 --dport 80 -j RETURN
$IPTABLES -t nat -A PREROUTING -i tun0 -p tcp -m tcp --dport 80 -j REDIRECT --to-ports 3128

7

GNU nano 2.0.7 File: /etc/firewall.iptakles

$IPTRELES -A FORWARD -o $EXTIF -j ACCEPT

$#211low related and established from $INTIF. Drop everything
SIPTAELES -A INPUT -i $INTIF -j DROP

#Allow http and https on other interfaces (input).

#Thi= is only needed if a ti - r on =same server as chilli
INFUT -p tcp n v ) - yn -j ALCCEPT

SIPTRELES INPUT -p tcp L CCp X yn —j ACCEPT

SIPTRELES INPUT -p tcp L tcp - m —3j ACCEPT

SIPTRELES INPUT -p tcp L tCp dport E n -j ACCEPT

SIPTRELES INPUT -p tcp n tcp C -j ACCEPT

SIPTRELES INPUT -p tcp n tcp ——dport 1 ) ——=syn —-j ACCEPT

#Allow 3990 on other interfaces (input).
SIPTLELES -A INPUT -p tcp -m tecp ——dport 3990 —-sy n -j ACCEPT

#hllow everything on loopback interface.
SIPTABLES -A INPUT -i lo -j ACCEPT

o and from $INTIF (forward)

points can only be managed from ChilliSpot
INTIF -3
) —o $INTIF -j

#Enable WNAT on ocutput device
SIPTLELES -t mat —-& POSTROUTING -o SEXTIF -j MASQUERADE

#%# Squid Proxy Allow transparent proxy
SIPTAELES -A INPUT -p tcp -m tep —-dport 3128 —-syn -j ACCEPT

#¥ Sguid Proxy Allow transparent proxy for Tund

SIPTAELES -t C L UTING -1 tun } TCp -m tCcp

S$IPTRBLES -t mat 4 UTING —-i tun } tep -m tep 0.0 dp -j RETURN
$IPTRBLES -t T d UTING —-i tun0 ) TCp —m tcp 0. dport j RETIUEH
S$IPTRBLES -t 4 UTTIH i tund } TCp -m tep 0. ' dp RETURN
$IPTABLES -t 4 UTIHNG —-i tunl ) top -m tc 0.0, d -j RETURN
SIPTAELES -t mat PRERCUTIHG -i tun0 ) TCcp —-m tCp to-ports 3128

1inn1s start service firewall aavszuu

# sh /etc/firewall.iptables &



*kk RandnTudruilidniiaeizdu nsmmnmu n'\'sml,awznaamum’mmsa\‘ianq fiag 2 Tu
Gatiny nMsanauiiflu Authen 121 tunO éa ethl -> 10.0.0.1
Gnatine MSauauiiflu DHCP 1 IP wanuiaiinil ue'lsiia Authen wdunials @a eth2 -> 10.10.10.1

usiilu Ip subnet 2as Class 1as Class siu NazluanWitnsavgng usdu

acl webconfig_lan src 10.0.0.0/24 10.10.10.0/24
acl webconfig_to_lan dst 10.0.0.0/24 10.10.10.0/24

uazlufupaudvinusunsaliinly vue flasdunisuauld wArfinvaneaa ip 10.10.10.0/24 win'lilutasiiaas aidia

A A A A A A

udaniu Squid udan IP & udan Ports udaaniu toal udanal AgulP vaanvid ngulP

A ®Ta %

BlockTime Blockweb

Grouplsers GrouplUsers

flasfunsuauld

Prevent unauthorized use of Hack, Proxy Server.
Block Hacker -to- PHPwifi Hotspot.

http LOCALHOST Proxy Loopback allow Exe. http LAN Proxy allow Exe.
127.0.0.0/8 10.0.0.0/255.255.255.0

127.0.0.1 10.0.0.0/24
10.10.10.0/24

[ | [ |
savel |

Iugﬂﬁtﬂuﬁ‘;amomnﬁ'u laft mfauau Tuniihiiy wavatdu'llinlu firewall.iptable fhaizaiy
Tuldaadidlatratiunsin msauauluis 16n1n1s start dhep service 1 nsauauluni

#Allow related and established from $INTIF. Drop everything else.
$IPTABLES -A INPUT -i $eth2 -j DROP

# Drop everything to and from $eth2 (forward)

# This means that access points can only be managed from ChilliSpot
$IPTABLES -A FORWARD -i $eth2 -j DROP

$IPTABLES -A FORWARD -0 $eth2 -j DROP

## Squid Proxy Allow transparent proxy for ETH2

$IPTABLES -t nat -A PREROUTING -i eth2 -p tcp -m tcp --dport 3128 --syn -j DROP

$IPTABLES -t nat -A PREROUTING -i eth2 -p tcp -m tcp -d 10.10.10.0/24 --dport 80 -j RETURN
$IPTABLES -t nat -A PREROUTING -i eth2 -p tcp -m tcp -d 10.10.10.0/16 --dport 80 -j RETURN
$IPTABLES -t nat -A PREROUTING -i eth2 -p tcp -m tcp -d 10.10.10.0/8 --dport 80 -j RETURN
$IPTABLES -t nat -A PREROUTING -i eth2 -p tcp -m tcp -d 127.0.0.0/8 --dport 80 -j RETURN
$IPTABLES -t nat -A PREROUTING -i eth2 -p tcp -m tcp --dport 80 -j REDIRECT --to-ports 3128



o ' ; = - @ ad P P ] A | = '
ératinemdv ifconfig a1usu nsainaaiil msauaumnaaniialvia3avane dag 2 Tu

ethO Link encap:Ethernet HWaddr 00:E0:4C:00:21:31
inet addr:192.168.1.100 Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: fe80::2e0:4cff:fe00:2131/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:18526 errors:0 dropped:0 overruns:0 frame:0
TX packets:15453 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:5289076 (5.0 MiB) TX bytes:7289875 (6.9 MiB)
Interrupt:11 Base address:0x8000

ethl Link encap:Ethernet HWaddr 00:02:A5:BB:15:49
inet6 addr: fe80::202:a5ff:febb:1549/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:2386 errors:0 dropped:0 overruns:0 frame:0
TX packets:2696 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:374039 (365.2 KiB) TX bytes:1730496 (1.6 MiB)

eth2 Link encap:Ethernet HWaddr 00:12:F0:06:8A:54
inet addr:10.10.10.1 Bcast:10.10.10.255 Mask:255.255.255.0
inet6 addr: fe80::212:f0ff:fe06:8a54/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:267268 errors:0 dropped:0 overruns:0 frame:0
TX packets:10975 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:1437845 (1.3 MiB) TX bytes:9611559 (9.1 MiB)
Interrupt:11 Base address:0xa000 Memory:40000000-40000fff
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:468 errors:0 dropped:0 overruns:0 frame:0
TX packets:468 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:45923 (44.8 KiB) TX bytes:45923 (44.8 KiB)

tunO Link encap:UNSPEC HWaddr 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00
inet addr:10.0.0.1 P-t-P:10.0.0.1 Mask:255.255.255.0
UP POINTOPOINT RUNNING MTU:1500 Metric:1
RX packets:2245 errors:0 dropped:0 overruns:0 frame:0
TX packets:2675 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:500
RX bytes:321286 (313.7 KiB) TX bytes:1699711 (1.6 MiB)




check m1svinvruaav squid proxy access log file

# tail -f /var/log/squid/access.log

Wiadavananaladviugasu s1an1sviastIuazuaae list aanunig

2011-03-11 07:16:11 135 10.0.0.14 TCP_MISS/200 561 GET http://www.thaibsd.com/webboard/pic/cam.gif -
DIRECT/203.113.115.161 image/gif

2011-03-11 07:16:11 142 10.0.0.14 TCP_MISS/200 2655 GET

http://www.thaibsd.com/webboard/pic/avartar/42.gif - DIRECT/203.113.115.161 image/gif
2011-03-11 07:16:12 663 10.0.0.14 TCP_MISS/200 668 GET

http://www.thaibsd.com/webboard/pic/pin_topic.gif - DIRECT/203.113.115.161 image/gif
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udaniu Squid uAan IP & Mac vAan Ports vaandy thanan

BlockTime BlockWeb
Grouplsers GroupUsers

o
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KKC RMUTI ECP KhonKean Authentication! [ 1.0 ]

szuuiamsnsAgiimaugidudumasuia [ WiFi Authentication Hotspot ]

PHPwifi & Squid Block Time-to-GroupUsers

A Block time & group web browser

danTyunay Adaans vdan Mmatmsaaqnahitidndudiadonan

udanian naulP
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Block time web browser Exe. 11:00-12:00 Block ip ,mac address sxuu Auto
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save!
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Main menu
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Files Browser

SSH Shell Commander

Squid proxy reload

Firewall reload
Systems Process alias

Running Processes

Software Package Updates
Filesystem Backup
Bootup and Shutdown

Webmin Administrator

Webmin

vdanlvd ngulpP



fiumausaldWivinnrsnasaulWea phpwifisquidproxy.php 3nau1salaeiuls

Wiaadandulutdunguluunle
Tudracinvaavsuutiluiedu shar T
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SSH Seare
Shell Client

Authent!cation hotspot wifi login

My Network

Places aanuuuaniBNSTILTALTNOL ImnssuAanimas SIIARSIIN YaUAL

" PortsProgrammer @s:uufigasiaugtdoudueaduinanumsuiinde w.s.u aouinieas
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Internet

2 Explorer
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OnlineTime [Lamamliiuagiusyuy 1: [00:19:47 aaday I-1dau-iu sasadnsmuaaiy (Sgndmua Windows Live
ExpirationData (Y-m-d) If you are assigned. i

Logout

Auunnlunmsidou
1. nsanachlamineoilaudnil uslida(minimize) 137 Taskbar duas =
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Mozilla Firefox
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% PHPwifi & Squid Block Time-to-GroupUsers

Block time & group web browser

W@anluungy fdasnts vaan Wadlinsauandhilidhdudadana

druvadsianisnay aavias Mdaniiuanalyd

naufgnian :
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Tudratinvidan naus1aITUY INsITIAZaYNINaRaU dandu Adus1atiTuvas

PHPwifi & Squid Block Time-to-GroupUsers
& Block time & group web browser

idanTuunay Adgasms vdan Wadumsaaadbitidiudiafonan

drunalsianisnan gatas MaanTiuanalyd

naufgndan @ Max-Hous-Session

nqueflafieu shudhiug , sty nsandannay @ aguseiilue  adumatu « dannaudaulees!
ngutdteu 1l o naul-] @ « Gannaunawizez!

ualan Alsudaannguilniun @ aanfududrdasmsandn B anas « grldnkdifdanimiliizay | Aufids!

Block time web browser Exe. 11:00-12:00 s Auto HasiisninReianisTi Preview
= =l

07:00-18:00 10.0.0.254

& 0 a _d.
ANNuAvinA1saannilu save!

an@n Asuaaanguinage @ Aandududidalnisandn B anas « gadnudifidanimilauze: | Aufins!

Block time web browser Exe. 11:00-12:00 st Auto #asilsminmRsiamsth Preview

07:00-18:00 10.0.0.254
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savel |
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szuuAazuIvaayal admin nsu wa Confirm 1sa Cancel

PHPwifi & Squid Block Time-to-GroupUsers

& Block time & group web browser

Wdaniuunay fidasns vdan Wadunsaaandhitidiudiadua

duaassianisnay gapas Mdantiuanaiad

ngungadan @ Max-Hous-Session

ngueflafle s udhTue , sodu : nsaidanndy @ nausadiiue  nauswiu « @anndudaulees!
nfuelaiTau il nanl-1 @ « @annaunauzay)

HAEA Msudannguiue @ Aanfududdaanisonan @ anag = gAldnLaAAan T loisrs | fubids!

Report
Group Users : Max-Hous-Session
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Confirm Cancel |
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= A 1 - L Qs o Qs
aan#ilu Confirm szuUATHIVNARIWEASULUN
s o (4 =2 1 o I A = Qs Qs
szuu'ldvinnisiiuiin nquuavadaias iunzausaauan!

KKC RMUTI ECP KhonKean Authentication! [ 1.0 ]

sruudianisasignidauidoudumasuia [ WiFi Authentication Hotspot ]

Result Squid execute WriteFile? block url : block files :

WriteFiles /etc/squid/phpwifi/blocktmac_time. txt [ OK ]

Result shell command :
sudo -u root -s Jetc/rc.d/finit.d/squid reload
squid (pid 17438) is running...

srurlsivimistiuiin nauwadgaras TuiGouiaouai!

s, PHPwifi & Squid Block Time-to-GroupUsers
& Block time & group web browser

Wdanlwunay Maanis vdan Lﬁatﬂumsam_qnti]"luTfiti‘jﬁutﬂaﬁmm

drnassianisnay gargad MdanTiuana iyl

Asunga&an @ Max-Hous-Session

aaldiiflunisnasau sourcecode N15¥iNvIUALSTUL
= - o~ - o : o - Y1
# Terminal WuWAd93ulna php 6ol

# php /var/www/phpwifi/admin/phpwifisquidproxy.php

t:~% php /var/www/phpwifi/admin/phpwifisquidproxy.php
ti~#

o

' S o o & P o o o % & P
waavI R uilAnIuld6 . ldvihdiueaundasntiingn LA unudueauiizasu



* LB
Tunsdesuluniinnuan teiianald$udannunividaudeil

PHP Notice: Trying to get property of non-object in /var/www/html/phpwifi/admin/phpwifisquidproxy.php on line 47
2011/04/26 23:54:43| aclParseAclLine: WARNING: empty ACL: acl webgroupusersip src
"/etc/squid/phpwifi/blockweb_ipmac.txt"

----- PHPwifi 1.0 >> phpwifisquidproxy.php ?Process Users Success! -----[root@wifi ~]#

p on line 47

/blockweb ipmac.txt™

[root@localhost

funAdvisiautaay non-object nunafiviingiA1&91Aaa SQL Ms &9 Tridudndu Users
1 I3

fidiagon1s udan uavaraaz'liny Users Aidasnis
fudsvintvidayanasldludins ipaddr vidan sauds ae Lifinsuidayaidi IweduiiFiin

----- PHPwifi 1.0 >> phpwifisquidproxy.php ?Process Users Success! -----[root@wifi ~]#

PULRAIAKIULEIATY I nTufaadlinasaudu BlockTime way BlockWEB gitas



sia'liiflunns Timer 1 PHPwifi vinvusaudAu Squid Proxy naq 1 v
# Terminal

# nano /etc/crontab

T2l aina

*/1 * * * * php /var/www/phpwifi/admin/phpwifisquidproxy.php
B

GNU nano 2.0.7 File: /ecc/crontab

% /etcf/crontab: system-wide crontab

# Unlike any her crontab you don't have to run the “crontab'

# command to install the new version when you edit this file

# and files in /etc/cron.d. These files also have username fields
r

# that none of the other crontabs do.

SHELL=/bin/sh
PATH=/us=sr/local/sbin: /usr/local/bin:/sbin:/bin:/usr/sbin: /usr/bin

# m h dom mon dow user command
17 * L root cd / && run-parts —--report fetc/cron.hourly

25 & * w root s % fusr/sbin/anacron || { cd / && run-parts --report /etc/cron.daily )
5 root C ® /usr/sbin/anacron || ( cd / && run-par report /etc/cron.weekly )
root C x fusr/sbinfanacron || { cd / && run-parts —--report fetc/cron.monthly )
*f10 % % % % J/par/sbin/ntpdate -u pool.ntp.org

00 * * * fetc/squid/clearsqg.sh

wf1 * » ® % php /var/www/phpwifi/admin/phpwifisquidproxy.php

aniiudeasra Timer Runtime

# crontab -e
s ldvinaina
*/1 * * * * php /var/www/phpwifi/admin/phpwifisquidproxy.php

=

GHU nano 2.0.7 File: stmp/crc

#mh dom mon dow Ccommand
*S10 * * % % JSysr/sbin/ntpdate -u pool.ntp.org
* Jetc/webmin/cron/tempdelete.pl

#* fetc/=squid/clearsq.sh

* #® php /Svar/www,phpwifi/admin/phpwifisquidproxy.php

[root@localhost squid] # nano fetc/crontab
[root@localhost squid]# crontab -2
crontab: installing new crontab
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Chillispot fiuaruuseiuldin

*AnANus9liiszuu ProcessID + Chillispot wia Balance fiu Proxy Server

# nano +150 /etc/chilli.conf
wAtflu + wsauam3avuiung # aan
proxylisten 10.0.0.1 -> dunnaauaugiiataundu sz 10.0.0.1 Aa gateway 2avszuu

# nano +156 /etc/chilli.conf
wAiu + w%ammm"saaumy # aan
proxyport 3128 -> ldauiliaaaiyu twswiilu port wav squid proxy

# nano +161 /etc/chilli.conf
uAtdu + wsauana3avuung # aan . .
proxyclient 10.0.0.1/24 -> 1& IP gateway nuantialvitadavanainaldou

# nano +167 /etc/chilli.conf
uAtilu + wsauaa3asuunag # aan
proxysecret testing123 >  assiaoiu secret = testing123 wavla /etc/raddb/clients.conf

1inn1s restart service chillispot

# /etc/init.d/chillispot restart
* Restarting Chillispot captive portal chillispot [ OK ]
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